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CROSS-COLLABORATING TO SECURE 

AUTONOMOUS GROUND VEHICLES AND OTHER 

EMERGING TECHNOLOGIES AGAINST THE 

THREATS OF TOMORROW
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CISA – An Organizational Approach
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The Cybersecurity and Infrastructure Security 

Agency (CISA) works with partners to defend 

against today’s threats and collaborates with 

industry to build more secure and resilient 

infrastructure for the future



CYBER THREAT LANDSCAPE
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AV|CAT Threat Sources
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CISA has identified five types of cyber threat sources that may be interested 

in AVs as a new target for cyber attacks

Source: https://us-cert.cisa.gov/ics/content/cyber-threat-source-descriptions

National

Governments

Terrorists Industrial Spies

and Organized 

Crime

Hacktivists Hackers

https://us-cert.cisa.gov/ics/content/cyber-threat-source-descriptions
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Supply Chain Security



SECURITY 
TOPIC

INFORMATION 
TECHNOLOGY

OPERATIONS 
TECHNOLOGY

AVAILABILITY

REQUIREMENTS

variable, 
depending on 

asset

24 x 7 x 365 x 
forever 

(Integrity also 
critical)

SECURITY 
AWARENESS

Good in both 
private 

and public sector

Generally poor 
inside the 

control zone

SECURITY 
TESTING/

AUDIT

Scheduled and 
mandated

Occasional 
testing for 

outages / audit 
for event 

recreation

PHYSICAL 
SECURITY Secure

Traditionally 
good

Cyber-Physical Convergence: IT vs. OT
SECURITY 

TOPIC
INFORMATION 
TECHNOLOGY

OPERATIONS 
TECHNOLOGY

ENDPOINT 
DETECTION

Common & 
widely used

Can be difficult 
to deploy

TECHNOLOGY 
LIFECYCLE 3 to 5 years Up to 30+ years

APPLICATION OF 
PATCHES

Regular/

scheduled

Slow; often 
unpatchable

CHANGE 
MANAGEMENT

Regular/

scheduled

Legacy based –
unsuitable 
for modern 

security
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A Connected Operating Environment
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Today’s threats are 
targeting both physical 
and cyber assets 
through sometimes 
sophisticated hybrid 
attacks with potentially 
disruptive impacts to 
data, property, and 
physical safety



CISA Offers No-Cost Cybersecurity Services

• Response Assistance
• Remote Assistance

• Incident Coordination

• Threat intelligence and information 
sharing

• Malware Analysis

• Cybersecurity Advisors
• Incident response coordination
• Cyber assessments
• Workshops 
• Working group collaboration
• Advisory assistance
• Public Private Partnership Development

• Preparedness Activities
• Cybersecurity Assessments

• Cyber Hygiene Services

• Risk and Resilience-based Assessments

• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and 

Recommended Practices

Contact CISA to report a cyber incident 
Call 1-888-282-0870 | email report@cisa.dhs.gov | visit https://www.cisa.gov

mailto:CISAservicedesk@cisa.dhs.gov
https://www.cisa.gov/
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Autonomous Ground Vehicle Security Guide
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▪ Goals: Understand the risks associated 

with autonomous ground vehicles (AGVs) 

and implement mitigation strategies that 

reduce risk to people and property

▪ Audience: Chief Security Officers (CSOs) 

and Chief Information Security Officers 

(CISOs) of first adopters of autonomous 

vehicles such as trucking, last-mile delivery, 

and mass transit

▪ Autonomous Ground Vehicle Security 

Guide: Transportation Systems Sector

https://www.cisa.gov/publication/autonomous-ground-vehicle-security-guide-transportation-systems-sector
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CISA Autonomous Vehicle Cyber-Attack Taxonomy (AV|CAT)
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ATTACK VECTOR
Pathway a malicious 

actor takes to access a 

targeted system

TARGET
System a malicious 

actor seeks to 

exploit

CONSEQUENCE
Harm resulting from 

an attack; classifies 

overall intent

OUTCOME
Real-world result 

caused by the 

attack



Shiedlds Up Call-to-Action: Recommended 

Steps to Take Today!

1. Become familiar with CISA and the “Shields Up” webpage

• www.cisa.gov/shields-up

2. Subscribe to the CISA Email Listing

• www.cisa.gov/subscribe-updates-cisa

3. Engage with your local CSA and CSC

• https://www.cisa.gov/cisa-regions

4. Sign-up for CISA’s cyber hygiene services and resilience assessments

• Engage your local CSA

5. Lower your reporting thresholds

http://www.cisa.gov/shields-up
http://www.cisa.gov/subscribe-updates-cisa
https://www.cisa.gov/cisa-regions
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CISA Contact Information
Benjamin Gilbert, CISA Region 3, CSA

General CISA Inquiries
Benjamin.gilbert@cisa.dhs.gov
central@cisa.gov

CISA URL https://www.cisa.gov

To Report a Cyber Incident to CISA

Call 1-888-282-0870
Email report@cisa.gov
visit https://www.cisa.gov

• Preparedness Activities
• Cybersecurity Assessments
• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• Information / Threat Indicator Sharing
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and Recommended 

Practices

• Response Assistance
• 24/7 Response assistance and malware analysis

• Incident Coordination

• Threat intelligence and information sharing

• Cybersecurity Advisors – Regionally deployed advisors

• Incident response coordination
• Public Private Partnership Development
• Advisory assistance and cybersecurity assessments

N o - C o s t C I S A  C y b e r s e c u r i t y  S e r v i c e s

mailto:Benjamin.gilbert@hq.dhs.gov
mailto:central@cisa.gov
https://www.cisa.gov/
mailto:CISAservicedesk@cisa.dhs.gov
https://www.cisa.gov/




Benjamin Gilbert

June 1, 2022

CISA Autonomous Vehicle Cyber-Attack Taxonomy (AV|CAT) 
Purpose and Development
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▪ The Autonomous Vehicle Cyber-Attack Taxonomy (AV|CAT)
introduces a high-level and accessible language for studying and 
modeling potential cybersecurity threats with cyber-physical security 
outcomes. 

▪ Origins: 

▪ Academic taxonomy and cyber attack framework review

▪ Cyber attack analysis



Benjamin Gilbert

June 1, 2022

Attack Vector
An ATTACK VECTOR is the path taken to a targeted system, which 

allows attackers to exploit that system’s vulnerabilities 

Physical Access Communications Software Updates Connected Privileged 
System

Software Sensor Inputs Hardware Sensor Inputs Malicious Hardware

17
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Target
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An attack vector is the pathway taken to the TARGET, the system a malicious actor seeks to exploit. 
These systems could be vectors to the target, or the end target themselves

Driving Control 
Systems

Auxiliary Control 
Systems

Autonomy Systems Security Systems

Communications Software Sensor Inputs Hardware Sensor Inputs
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Consequence
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The CONSEQUENCE is the harm created by an attack and can be used to classify the 
overall intention of the exploit. Specifically, the harm to the vehicle system

Loss of Availability Loss of Control Performance 
Degradation

Information 
Disclosure
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Outcome
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The OUTCOME is the real-world result caused by an attack. The consequence may be considered 
the ‘harm’ to the vehicle system while the outcome is the real-world impact of that harm 

Theft Malicious Cargo 
Delivery

Disruption of
Traffic Patterns

Vehicle Inaccessible

Vehicle Unable to 
Operate Properly

Spying Surveillance Harm to People
or Property
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AV|CAT Example – Enterprise: Compromising AV Network Security
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AV|CAT Example – Asset: Disrupting AV Sensors
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AV Risk Mitigation Strategies
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Enterprise Security

Conduct vulnerability assessments; 

report vulnerabilities and cyber-

physical incidents

Adopt and implement system 

security guidance, best practices, 

and design principles

Formalize collaboration across 

organizational security functions

Asset Security

Conduct application, network, firmware, 

and hardware cybersecurity testing

Configure devices and services to the 

most secure default settings; implement 

recommended vehicle software updates 

regularly

Design, develop, and implement 

cybersecurity standards for connected 

vehicles and associated components

Design redundant and overlapping 

sensors to reduce single point failures
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CISA.gov Resources
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▪ Autonomous Ground Vehicles Security Guide
cisa.gov/publication/autonomous-ground-vehicle-security-guide-transportation-systems-sector

▪ Cybersecurity and Physical Security Convergence Action Guide
cisa.gov/publication/cybersecurity-and-physical-security-convergence  

▪ Insider Threat Mitigation
cisa.gov/insider-threat-mitigation

▪ Cyber Resource Hub
cisa.gov/cyber-resource-hub

▪ Cyber Hygiene Services
cisa.gov/cyber-hygiene-services

▪ Cybersecurity Advisors 
cisa.gov/csa

▪ Protective Security Advisors
cisa.gov/protective-security-advisors

▪ CISA Tabletop Exercises Packages
cisa.gov/cisa-tabletop-exercises-packages

▪ For more information or to seek additional help, contact us at Central@cisa.gov

http://www.cisa.gov/publication/autonomous-ground-vehicle-security-guide-transportation-systems-sector
https://www.cisa.gov/publication/cybersecurity-and-physical-security-convergence
https://www.cisa.gov/insider-threat-mitigation
http://www.cisa.gov/cyber-resource-hub
http://www.cisa.gov/cyber-hygiene-services
http://www.cisa.gov/csa
http://www.cisa.gov/protective-security-advisors
https://www.cisa.gov/cisa-tabletop-exercises-packages
mailto:Central@cisa.gov

