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Q1: What vulnerabilities exist in Autonomous Vehicles?

Q2: Are these vulnerabilities worse than existing 
vulnerabilities in non-AVs? 

Q3: Can these vulnerabilities be used for attacks?

Q4: How do we make the AVs safer?
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Autonomous Systems in the Wild!
AVs advertised as transformative Catastrophic accidentsPromise Reality

Uber accident: Multiple failure points: (a) object flickering, (b) 
distracted safety operator, (c) disabled emergency braking 
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Autonomous Systems in the Wild!

AI-operated service robot fell on the elevator and  
knocks two people 

AI-operated service cart spins out-of-control 
nearly destroying an aircraft
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Source: https://www.youtube.com/watch?v=4Pwx3U4vJKw Source: https://www.thrillist.com/news/nation/chicago-ohare-airport-
cart-out-of-control



Challenges that Threaten Safety
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§ Almost no failures 

§ Accurate learning/ML models

§ Near perfect perception

§ Near perfect behavior prediction

§ Well-defined kinematics model

Ø Mechanical, software and hardware failures

Ø Model uncertainty, weather, …

Ø Unclear intent, traffic rule violations, …

Ø Aerodynamics, friction, …

Ø Training errors, rare events, ...

Real-world traffic 

Autonomous System 

• AVs 15-4000x worse than humans
• Failures equally attributed to hardware/software, 

environment and ML for Waymo
DSN 2018

Source: nvidia.com
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Are AVs more exposed than non-AVs?

Vehicles in general are most exposed safety-critical system in the world!

Accessible in the open

Connect to the internet with IoT 
devices and phones



§ Resounding Yes!

§ Increased attack surface

§ AV ecosystem is more decentralized 

§ More software components that are hard to verify
– Trojans, ML uncertainty, training data quality, unknown unknowns, etc.

Are AVs more exposed than non-AVs?



AV Research Overview for Vulnerability Assessment 
and Safety

Risk 
mitigation

[ML4AD 21*]

Fault 
monitoring
[DSN 2022]

Empirical 
studies

[DSN 2018]

Environment 
Fuzzing

[ISSRE 20]

Software fault 
injection 

[DSN 2019]

Hardware fault 
injection [ITC 

2019, DSN 2019] *ArXiv
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HPC

Cloud

Cars

Drones

Autonomous Systems

Science Daily, Daily Illini , Guancha.cn, Space Daily, Sina,…

Attack Models [DSN 2020]

https://www.sciencedaily.com/releases/2019/10/191025170813.htm
https://dailyillini.com/news/2019/11/07/researchers-look-to-increase-safety-in-self-driving-cars/
https://www.guancha.cn/industry-science/2019_11_01_523593.shtml
http://www.spacedaily.com/reports/Researchers_develop_platform_for_scalable_testing_of_autonomous_vehicle_safety_999.html
http://finance.sina.com.cn/stock/relnews/us/2019-11-01/doc-iicezuev6468108.shtml
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ML-Based Fault Injection for Autonomous Vehicles: A 
Case for Bayesian Fault Injection, DSN 2019



Identify vulnerabilities that lead to collision ?
Dr

iv
in

g/
tr

aj
ec

to
ry

 
pr

op
ag

at
io

n

So
ft

w
ar

e 
pr

op
ag

at
io

n

Temporal propagation

World Model

Hardware
PerceptionLocalization

Planning
ActuationActuators

Sensors

Failures in Data, ML, Hardware & Software 

t t+1 t+2

Driving Scenario

Research challenge: Testing via manually injecting faults (FI) is untenable 
State-space explosion problem
May take years 
Software evolves at much faster rate
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Our Solution: Bayesian Fault Injection (BFI)
Goals: To accelerate testing to identify faults (in hardware or software) that can lead to
safety hazards
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Key Ideas:

q Replacing FI with ML inference (conduct FI only when 
ML inference predicts safety violation)

q Pruning the state space

ü Demonstrated on Baidu Apollo AV agent

ü Test accelerated by 3690x (4 hours vs 2 
years for traditional fault injection)

Results:Accelerated testing by:

q Explicitly model fault propagation in software using Probabilistic Graph Models (PGMs)

q Explicitly model fault propagation in environment using kinematics and safety model

q Train with observational data from field tests (or simulations)

q Model fault injection as an inference query on the PGM model



Approach Overview

𝑓 ∈ possible 
perturbations

𝑶𝒌: Observations 
at time k

PGM inference 
predicts corrupted 
actuation values

Kinematics 
model

Safety Model

Collision 
checker

Software propagation Driving/trajectory propagation

S2: Predict outcome of fault injection using PGM inference

yes

S3: Validate using real fault 
injection in simulation

Golden 
simulation runs 

Fault injected 
simulation runs 

S1: Construct and train probabilistic graph model
Perception

Kalman Filter Controller Actuation

Emergency Braking

Learn Conditional Probability Table

𝑃 𝑈, 𝑋, 𝑌, 𝑍, 𝑄 =
𝑃(𝑍│𝑄, 𝑌) × 𝑃(𝑌│𝑈, 𝑋)× 𝑃(𝑋│𝑈)× 𝑃(𝑈)× 𝑃(𝑄)

Dataset
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Construct Probabilistic Graph Model
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ADS Software
Static analysis

Code instrumentation

Perception

Kalman 
Filter

Controller
Actuation

Emergency 
Braking

𝑃 𝑍"|𝑄" , 𝑌" , 𝑍"#$ × 𝑃 𝑌" 𝑈" , 𝑋" × 𝑃 𝑋" 𝑈" , 𝑋"#$ × 𝑃 𝑈" 𝑈"#$ × 𝑃 𝑄" × 𝑃 𝑈"#$ ×𝑃(𝑄"#$)

Step 1: Extract DFG and construct causal model 

Step 2: Learn the parameters of the observational distribution 

Reduces state-space: Example, 𝑍! depends only on 𝑍!"#, 𝑌! and 𝑄!
Conditioning on 𝑍!"# and 𝑌! blocks the effect of other variables

If 𝑌! has no effect on 𝑍!=> 𝑋! and 𝑈! have no effect on 𝑍!

Front Vehicle: 
{0,1}

Emergency
Braking: {0,1}

Front acc: 
{-1,0,1}

Ego acc:
{-1,0,1}

brake:{0, 1}

Leverage lineage and dependency information

t
k-10 k



Training: Learning Conditional Distribution

Gaussian 
distribution:

Mean, 
variance

Multinomial:
Normalized 
histogram

or

Conditional Probability Distribution:
Parent to child matrix with 

probabilities
(discretized estimation for continuous 

variables)

Determine CPD 
values that will 

minimize 
difference 
between 

predicted and 
actual car 

measurements

Fill in node 
values from 

trace
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Perception

Kalman 
Filter

Controller
Actuation

Emergency 
Braking



Inference: Fault injection as a conditional query

𝑼

𝑿 𝒀 𝒁

𝑸
Inject 
faults (FI) qCalculate conditional

𝑃(𝑍|𝑋 =, 𝑥′)

= .
-,.,/

𝑃 𝑍 𝑄, 𝑌 × 𝑃 𝑌 𝑈, 𝑋 =, 𝑥′ × 𝑃 𝑋 𝑈 × 𝑃 𝑈 × 𝑃(𝑄)
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No real fault injection is begin conducted on software or hardware!



Inference: Fault injection as a conditional query

𝑼

𝑿 𝒀 𝒁

𝑸
Inject 
faults (FI)
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Ø Conditioning on 𝑋 influences the distribution of 𝑈, which influences the distribution of Y
Ø In realty, FI does not influence U and only influences Y (as information does not flow 

backwards in function invocations)

qCalculate conditional
𝑃(𝑍|𝑋 =, 𝑥′)

= .
-,.,/

𝑃 𝑍 𝑄, 𝑌 × 𝑃 𝑌 𝑈, 𝑋 =, 𝑥′ × 𝑃 𝑋 𝑈 × 𝑃 𝑈 × 𝑃(𝑄)

Research challenge: adjust for confounding variables



Inference: Fault injection as an interventional query

𝑼

𝑿 𝒀 𝒁

𝑸
Inject 
faults (FI)

Estimating intervention queries using 
observational data  & causal analysis

qLeverage do-calculus  [Pearl 95]

qBackdoor & front door criteria
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Ø Joint: P 𝑈, 𝑌, 𝑍, 𝑄 |𝑑𝑜(𝑋 =4 𝑥′) = 𝑃 𝑍 𝑄, 𝑌 ×𝑃 𝑌 𝑈, 𝑋 =4 𝑥′ ×1×𝑝 𝑈 ×𝑃(𝑄)

Ø 𝑃 𝑍 𝑑𝑜(𝑋 =4 𝑥4 ) = ∑5,6,7 𝑝 𝑍 𝑄, 𝑌 × 𝑝 𝑌 𝑈, 𝑋 =4 𝑥′ × 1× 𝑝 𝑈 × 𝑝(𝑄)
Ø Leveraged Rule 2 of do-calculus (backdoor-criteria)

P(X|U)



Modeling Propagation to Driving Behavior
(forward simulation)

Kinematics model

Rigid body motion model

𝜙: 𝑠𝑡𝑒𝑒𝑟

𝑏: 𝑏𝑟𝑎𝑘𝑒

𝜁: 𝑡ℎ𝑟𝑜𝑡𝑡𝑙𝑒

Forward simulation can be also modeled 
using NNs [DSN 2020]
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Accounting for temporal compensation (Safety Model)

dsafe: Safe ego car distance from other objects

dstop:  Minimum distance ego car needs to stop

δ = dsafe - dstop

Emergency stop maneuver (assume max deceleration) 

Other collision models: NVIDIA safety force field, Intel RSS 
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Summary: Inference and Validation 

𝑑𝑜 𝑓 ; 𝑓 ∈
possible faults

𝑶𝒌: Software 
state at time k

PGM inference 
predicts corrupted 
actuation values

Kinematics 
model

Safety Model

Collision 
checker

Software propagation Driving/trajectory propagation

S2: Predict outcome of fault injection using PGM inference

yes

S3: Validate using real fault 
injection in simulation



Injection Targets: Fault Models Encapsulates What and 
Where
• Measured velocity (min, max)

• Tracked object velocity (max)

• Tracked object velocity (min)

• Tracked object acceleration 
(min)

• Tracked object acceleration 
(max)

• Measured acceleration (min)

• Measured acceleration (max)

• PID input (half)

• PID input (double)

• Throttle (min)

• Throttle (max)

• Steer (min)

• Steer (max)

• Brake (min)

• Brake (max)

• Obstacle classification 
(disappear)

• Obstacle classification 
(vehicle)

• Obstacle classification 
(pedestrian)

• Obstacle classification (cyclist)

• Obstacle distance (min)

• Obstacle distance (max)

• Camera object classification 

(disappear)

• Camera object classification 
(vehicle)

• Camera object classification 
(pedestrian)

• Camera Obstacle distance 
(min)

• Camera Obstacle distance 
(max)

• Camera object classification 
(cyclist)

• LiDAR classification 
(disappear)

• LiDAR classification (vehicle)

• LiDAR classification 

(pedestrian)

• LiDAR classification (cyclist)

• LiDAR Obstacle distance (min)

• LiDAR Obstacle distance (max)

• Lane disappear

• Lane type (dashed)

• Lane type (solid)

• Lane width (double)

• Lane width (half)

• Camera frame (noise)

• LiDAR frame (noise)

41 fault types in total 
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Results

ü Demonstrated on Baidu Apollo AV agent

ü Able to find 561 faults that lead to collisions 
(found 0 via random sampling); >3690x speed up over enumeration

ü Replicated 460 (82%) faults in “software-in-the-loop” simulation

Results:

q Modeling data/control flow as probabilistic graphs

q Model faults as interventions

q Leverage forward simulation techniques for checking safety
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ML-driven Malware that Targets AV Safety, DSN 2020



• Most attacks focus on altering detection outputs
• Misclassification or misdetection of objects
• Boloor et al., Eykholt et al., and Lu et al.

Stop signs can be fooled

Temporal resilience through tracking
Spatial resilience 
through sensor fusion

• Low chance of causing safety hazards
• Kalman filter or other state-space model

• Redundancy from multiple sensors 
(sensor fusion)

• Redundancy in time 
(continuous tracking)

• Timing of attack

Curious Case of Stop Signs



Our Attack: Situationally Aware ML-driven Malware

AV is fooled to believe 
that the object is 
moving out of lane.

Demonstration using Apollo autonomous driving agent 
and LGSVL world simulator

• End-to-end attack --- perturbs Kalman Filter to overcome 
both temporal and spatial resilience 

• Masquerade attacks as failures

• Leads to safety hazards --- collisions and emergency braking

Malware characteristics



Key Insight

• State-of-the-art object detectors (Yolo and FCNN) are highly noise
• 99th %ile continuous misdetection rate for pedestrian is 31 and vehicles is 59.4 frames
• Position estimates (i.e, bounding box) can be miscalculated by up to 10 m

• Perception systems rely on Kalman filters and sensor fusion models to compensate for 
errors/noise

Bounding box errors

Misdetections



Launching Attacks is Not Easy!

• Gain access to the system 

• Persist on the system without getting notice

• Monitor the state of the system to launch the attack

• Execute the attack such that safety hazard occurs

• Hold the attack for sufficiently small duration to evade detection and 
mitigation



Situationally Aware ML-driven Malware

How to attack ?

Perturbs either camera pixels or object 
detection outputs

What to attack ?

Perception module to alter perceived object 
trajectories

When to attack ?

Safety potential is low, and time needed to
cause safety hazard is minimal.

Attack Goal Methodology



Target object 
trajectory

Target object location

AV lane Non-AV lane

Moving in --- Move_Out/Disappear
Lane Keeping Move_Out/Disappear Move_In
Moving out Move_In ---

• Infer the closest-in-path-object or target object (CIPO or TO)’s position 
and trajectory

• Choose the attack vector based on the table as follows

• Provides Situational Awareness

Step 1: Scenario Matching (What to attack ?)



• Safety hijacking uses a 3-layer-fully-connected neural 
network to decide the attack launch time
• Learns: ADS’s behavior and change in safety potential !𝜹
• Input: Target object (TO) kinematics (𝑣, 𝑎) , safety state (𝛿)

and attack duration 𝑘
𝑖𝑛𝑝𝑢𝑡 = (𝜹𝑻𝑶, 𝒕 𝒗𝑻𝑶, 𝒕, 𝒂𝑻𝑶, 𝒕 , 𝑘)

• Output: predicted safety potential after the attack
𝑜𝑢𝑡𝑝𝑢𝑡 = 𝐹𝐶𝑁𝑁(𝑖𝑛𝑝𝑢𝑡) = !𝜹𝑻𝑶, 𝒕(𝒌

• Optimal attack duration (𝑘∗) search:
• Given 𝑖𝑛𝑝𝑢𝑡, 𝐹𝐶𝑁𝑁 model, and targeted safety distance 
𝜹+, find the optimal 𝑘∗

𝑘∗ = 𝑚𝑖𝑛 𝑘 !𝜹𝑻𝑶, 𝒕(𝒌 < 𝜹𝒉}

Step 2: Safety Hijacking (When to attack ?)

TV

EV dstop
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<latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit>

TV

EV
dstop

<latexit sha1_base64="/QsEXOFhQTc/uBUrqDc7L5Zqfoo=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZTNqhk5kwcyLWkCdx40IRtz6KO9/GaZuFtv4w8PGfczhn/jAV3IDrfjtr6xubW9uVneru3v5BrX541DUq05R1qBJK90NimOCSdYCDYP1UM5KEgvXCyc2s3ntg2nAl72GaMj8hI8ljTglYK6jXoiAfAnuE3IBKiyKoN9ymOxdeBa+EBirVDupfw0jRLGESqCDGDDw3BT8nGjgVrKgOM8NSQidkxAYWJUmY8fP54QU+s06EY6Xtk4Dn7u+JnCTGTJPQdiYExma5NjP/qw0yiK/9nMs0AybpYlGcCQwKz1LAEdeMgphaIFRzeyumY6IJBZtV1YbgLX95FboXTc/y3WWj1SzjqKATdIrOkYeuUAvdojbqIIoy9Ixe0Zvz5Lw4787HonXNKWeO0R85nz/V9ZPH</latexit><latexit sha1_base64="/QsEXOFhQTc/uBUrqDc7L5Zqfoo=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZTNqhk5kwcyLWkCdx40IRtz6KO9/GaZuFtv4w8PGfczhn/jAV3IDrfjtr6xubW9uVneru3v5BrX541DUq05R1qBJK90NimOCSdYCDYP1UM5KEgvXCyc2s3ntg2nAl72GaMj8hI8ljTglYK6jXoiAfAnuE3IBKiyKoN9ymOxdeBa+EBirVDupfw0jRLGESqCDGDDw3BT8nGjgVrKgOM8NSQidkxAYWJUmY8fP54QU+s06EY6Xtk4Dn7u+JnCTGTJPQdiYExma5NjP/qw0yiK/9nMs0AybpYlGcCQwKz1LAEdeMgphaIFRzeyumY6IJBZtV1YbgLX95FboXTc/y3WWj1SzjqKATdIrOkYeuUAvdojbqIIoy9Ixe0Zvz5Lw4787HonXNKWeO0R85nz/V9ZPH</latexit><latexit sha1_base64="/QsEXOFhQTc/uBUrqDc7L5Zqfoo=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZTNqhk5kwcyLWkCdx40IRtz6KO9/GaZuFtv4w8PGfczhn/jAV3IDrfjtr6xubW9uVneru3v5BrX541DUq05R1qBJK90NimOCSdYCDYP1UM5KEgvXCyc2s3ntg2nAl72GaMj8hI8ljTglYK6jXoiAfAnuE3IBKiyKoN9ymOxdeBa+EBirVDupfw0jRLGESqCDGDDw3BT8nGjgVrKgOM8NSQidkxAYWJUmY8fP54QU+s06EY6Xtk4Dn7u+JnCTGTJPQdiYExma5NjP/qw0yiK/9nMs0AybpYlGcCQwKz1LAEdeMgphaIFRzeyumY6IJBZtV1YbgLX95FboXTc/y3WWj1SzjqKATdIrOkYeuUAvdojbqIIoy9Ixe0Zvz5Lw4787HonXNKWeO0R85nz/V9ZPH</latexit><latexit sha1_base64="/QsEXOFhQTc/uBUrqDc7L5Zqfoo=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZTNqhk5kwcyLWkCdx40IRtz6KO9/GaZuFtv4w8PGfczhn/jAV3IDrfjtr6xubW9uVneru3v5BrX541DUq05R1qBJK90NimOCSdYCDYP1UM5KEgvXCyc2s3ntg2nAl72GaMj8hI8ljTglYK6jXoiAfAnuE3IBKiyKoN9ymOxdeBa+EBirVDupfw0jRLGESqCDGDDw3BT8nGjgVrKgOM8NSQidkxAYWJUmY8fP54QU+s06EY6Xtk4Dn7u+JnCTGTJPQdiYExma5NjP/qw0yiK/9nMs0AybpYlGcCQwKz1LAEdeMgphaIFRzeyumY6IJBZtV1YbgLX95FboXTc/y3WWj1SzjqKATdIrOkYeuUAvdojbqIIoy9Ixe0Zvz5Lw4787HonXNKWeO0R85nz/V9ZPH</latexit>

dsafe
<latexit sha1_base64="FoakkzwvTsXTL9alkGUkyjxr27s=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZnLRDJxdmTsQa8iRuXCji1kdx59s4bbPQ1h8GPv5zDufM76dSaLTtb2ttfWNza7uyU93d2z+o1Q+PujrJFIcOT2Si+j7TIEUMHRQooZ8qYJEvoedPbmb13gMoLZL4HqcpuBEbxSIUnKGxvHot8PIhwiPmmoVQFF69YTftuegqOCU0SKm2V/8aBgnPIoiRS6b1wLFTdHOmUHAJRXWYaUgZn7ARDAzGLALt5vPDC3pmnICGiTIvRjp3f0/kLNJ6GvmmM2I41su1mflfbZBheO3mIk4zhJgvFoWZpJjQWQo0EAo4yqkBxpUwt1I+ZopxNFlVTQjO8pdXoXvRdAzfXTZazTKOCjkhp+ScOOSKtMgtaZMO4SQjz+SVvFlP1ov1bn0sWtescuaY/JH1+QOaXJOg</latexit><latexit sha1_base64="FoakkzwvTsXTL9alkGUkyjxr27s=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZnLRDJxdmTsQa8iRuXCji1kdx59s4bbPQ1h8GPv5zDufM76dSaLTtb2ttfWNza7uyU93d2z+o1Q+PujrJFIcOT2Si+j7TIEUMHRQooZ8qYJEvoedPbmb13gMoLZL4HqcpuBEbxSIUnKGxvHot8PIhwiPmmoVQFF69YTftuegqOCU0SKm2V/8aBgnPIoiRS6b1wLFTdHOmUHAJRXWYaUgZn7ARDAzGLALt5vPDC3pmnICGiTIvRjp3f0/kLNJ6GvmmM2I41su1mflfbZBheO3mIk4zhJgvFoWZpJjQWQo0EAo4yqkBxpUwt1I+ZopxNFlVTQjO8pdXoXvRdAzfXTZazTKOCjkhp+ScOOSKtMgtaZMO4SQjz+SVvFlP1ov1bn0sWtescuaY/JH1+QOaXJOg</latexit><latexit sha1_base64="FoakkzwvTsXTL9alkGUkyjxr27s=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZnLRDJxdmTsQa8iRuXCji1kdx59s4bbPQ1h8GPv5zDufM76dSaLTtb2ttfWNza7uyU93d2z+o1Q+PujrJFIcOT2Si+j7TIEUMHRQooZ8qYJEvoedPbmb13gMoLZL4HqcpuBEbxSIUnKGxvHot8PIhwiPmmoVQFF69YTftuegqOCU0SKm2V/8aBgnPIoiRS6b1wLFTdHOmUHAJRXWYaUgZn7ARDAzGLALt5vPDC3pmnICGiTIvRjp3f0/kLNJ6GvmmM2I41su1mflfbZBheO3mIk4zhJgvFoWZpJjQWQo0EAo4yqkBxpUwt1I+ZopxNFlVTQjO8pdXoXvRdAzfXTZazTKOCjkhp+ScOOSKtMgtaZMO4SQjz+SVvFlP1ov1bn0sWtescuaY/JH1+QOaXJOg</latexit><latexit sha1_base64="FoakkzwvTsXTL9alkGUkyjxr27s=">AAAB+HicbZDLSsNAFIYnXmu9tOrSzWARXJVEBF0W3LisYC/QhjCZnLRDJxdmTsQa8iRuXCji1kdx59s4bbPQ1h8GPv5zDufM76dSaLTtb2ttfWNza7uyU93d2z+o1Q+PujrJFIcOT2Si+j7TIEUMHRQooZ8qYJEvoedPbmb13gMoLZL4HqcpuBEbxSIUnKGxvHot8PIhwiPmmoVQFF69YTftuegqOCU0SKm2V/8aBgnPIoiRS6b1wLFTdHOmUHAJRXWYaUgZn7ARDAzGLALt5vPDC3pmnICGiTIvRjp3f0/kLNJ6GvmmM2I41su1mflfbZBheO3mIk4zhJgvFoWZpJjQWQo0EAo4yqkBxpUwt1I+ZopxNFlVTQjO8pdXoXvRdAzfXTZazTKOCjkhp+ScOOSKtMgtaZMO4SQjz+SVvFlP1ov1bn0sWtescuaY/JH1+QOaXJOg</latexit>

�
<latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit><latexit sha1_base64="8LVcNiPTzbncBv56yL/VV3AEZ8E=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquCHosePFYwX5Au5RsNtvGZpMlmRVK6X/w4kERr/4fb/4b03YP2vpC4OGdGTLzRpkUFn3/21tb39jc2i7tlHf39g8OK0fHLatzw3iTaalNJ6KWS6F4EwVK3skMp2kkeTsa3c7q7SdurNDqAccZD1M6UCIRjKKzWr2YS6T9StWv+XORVQgKqEKhRr/y1Ys1y1OukElqbTfwMwwn1KBgkk/LvdzyjLIRHfCuQ0VTbsPJfNspOXdOTBJt3FNI5u7viQlNrR2nketMKQ7tcm1m/lfr5pjchBOhshy5YouPklwS1GR2OomF4Qzl2AFlRrhdCRtSQxm6gMouhGD55FVoXdYCx/dX1XqtiKMEp3AGFxDANdThDhrQBAaP8Ayv8OZp78V79z4WrWteMXMCf+R9/gCLio8I</latexit>

𝜹𝑻𝑶, 𝒕 𝒗𝑻𝑶, 𝒕, 𝒂𝑻𝑶, 𝒕 , 𝑘

G𝜹𝑻𝑶, 𝒕)𝒌

Re
pe

at
 in

fe
re

nc
e 

to
 fi

nd
 𝑘
∗



• Perturbs camera feed around target object (TO) with adversarial 
patches for 𝑘∗ time steps to impact sensor fusion outputs
• Modifies perceived object trajectories and impacts decision making 

• Disguise such perturbation as noise
• Small shift for Move_In and Move_Out to avoid tracker evasion (within 

detector noise characteristics)

• Trajectory hijacking can be skipped if attacker has access to 
onboard software

3. TH perturbed perturbed 
the pixels within the bbox 
for k time-steps
(Perturbed pixel shown in 
white).

4. TH changed 
object trajectory  
to move-out.

(a) simulation
 view

(b) ADS
view

(c) simulation view
(Perturbed pixels)

(d) ADS view 
(Hijacked trajectory)

(e) Simulation
view (collision)

(f) ADS view
 (collision)

1. SM chooses 
move-out attack 
vector as  the 
target object is 
in-path in lane 
keep mode.

2. SH identifies 
the current state 
and time optimal 
for attack. 

Step 3: Trajectory Hijacking (How to attack ?)

Attacking Kalman Filters (refer to the paper for 
details)
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It
<latexit sha1_base64="honIqz3e/EYT0RjeYL8e9KVOQDU=">AAACCHicbVDLSsNAFJ3UV42vqks3wSq4KokPdFlwo7sK9gFNKJPpTTt08mDmplBCf8APcKuf4E7c+hd+gb/hpM2mrQcuHM65986d4yeCK7TtH6O0tr6xuVXeNnd29/YPKodHLRWnkkGTxSKWHZ8qEDyCJnIU0Ekk0NAX0PZH97nfHoNUPI6ecZKAF9JBxAPOKGrJdUOKQz/IHns47VWqds2ewVolTkGqpECjV/l1+zFLQ4iQCapU17ET9DIqkTMBU9NNFSSUjegAsiGIMeCC1tU0oiEoL5v9Y2qda6VvBbHUFaE1Uxe20FCpSejrzvxutezl4n9eN8Xgzst4lKQIEZs/FKTCwtjKQ7H6XAJDMdGEMsn1/RYbUkkZ6uhMUyfjLOewSlqXNeeqdvN0Xa2fFRmVyQk5JRfEIbekTh5IgzQJIwl5JW/k3XgxPoxP42veWjKKmWOyAOP7D4EgmkQ=</latexit>

Wt
<latexit sha1_base64="t1DPpXuMJyfX5LL4BrIGik8DAw0=">AAACCHicbVDLSsNAFJ34rPFVdekmWAVXJfGBLgtuXFawD2hCmUxv2qGTSZi5KZTQH/AD3OonuBO3/oVf4G84abtp64ELh3PuvXPnhKngGl33x1pb39jc2i7t2Lt7+weH5aPjpk4yxaDBEpGodkg1CC6hgRwFtFMFNA4FtMLhQ+G3RqA0T+QzjlMIYtqXPOKMopF8P6Y4CKO81cVJt1xxq+4Uzirx5qRC5qh3y79+L2FZDBKZoFp3PDfFIKcKORMwsf1MQ0rZkPYhH4AYAS5oHUMljUEH+fQfE+fCKD0nSpQpic5UXdhCY63HcWg6i7v1sleI/3mdDKP7IOcyzRAkmz0UZcLBxClCcXpcAUMxNoQyxc39DhtQRRma6GzbJOMt57BKmldV77p6+3RTqZ3PMyqRU3JGLolH7kiNPJI6aRBGUvJK3si79WJ9WJ/W16x1zZrPnJAFWN9/l6iaUg==</latexit>
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<latexit sha1_base64="zw7xcoHYZLP9qXdHfSt5cuHXGpQ=">AAACCHicbVDLSsNAFJ3UV42vqks3wSq4KokPdFlx47KCfUATymR60w6dPJi5KZTQH/AD3OonuBO3/oVf4G84abNp64ELh3PuvXPn+IngCm37xyitrW9sbpW3zZ3dvf2DyuFRS8WpZNBksYhlx6cKBI+giRwFdBIJNPQFtP3RQ+63xyAVj6NnnCTghXQQ8YAzilpy3ZDi0A+y+x5Oe5WqXbNnsFaJU5AqKdDoVX7dfszSECJkgirVdewEvYxK5EzA1HRTBQllIzqAbAhiDLigdTWNaAjKy2b/mFrnWulbQSx1RWjN1IUtNFRqEvq6M79bLXu5+J/XTTG48zIeJSlCxOYPBamwMLbyUKw+l8BQTDShTHJ9v8WGVFKGOjrT1Mk4yzmsktZlzbmq3TxdV+tnRUZlckJOyQVxyC2pk0fSIE3CSEJeyRt5N16MD+PT+Jq3loxi5pgswPj+A3RAmjw=</latexit>

1

Scenario 
MatcherTrajectory 

Hijacker Safety 
Hijacker

UA,t
<latexit sha1_base64="zDc9TuBBeo2uy5IqRlDS0GPhJAo=">AAACDnicbVDLSsNAFJ34rPEVdekmWAUXUhIf6LLixmUF+4C2hMn0ph06eTBzUygh/+AHuNVPcCdu/QW/wN9w0nbT1gMXDufce+fO8RPBFTrOj7Gyura+sVnaMrd3dvf2rYPDhopTyaDOYhHLlk8VCB5BHTkKaCUSaOgLaPrDh8JvjkAqHkfPOE6gG9J+xAPOKGrJs6xOSHHgB1ndy+4vMM89q+xUnAnsZeLOSJnMUPOs304vZmkIETJBlWq7ToLdjErkTEBudlIFCWVD2odsAGIEOKe1NY1oCKqbTX6T22da6dlBLHVFaE/UuS00VGoc+rqzuF0teoX4n9dOMbjrZjxKUoSITR8KUmFjbBfR2D0ugaEYa0KZ5Pp+mw2opAx1gKapk3EXc1gmjcuKe1W5ebouV09nGZXIMTkh58Qlt6RKHkmN1AkjI/JK3si78WJ8GJ/G17R1xZjNHJE5GN9/8nWcDg==</latexit>
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Evaluation platform
• Apollo 5.0 (AI agent)
• LGSVL 2019.2 (world-simulator)

Experiment details
• ~260 hours of simulation on 3 machines 
• ~1400 evaluation experiments
• 5 driving scenarios 

RoboTack: Putting it all together



Scenario ID 𝒌∗
(# frames)

% Emergency Braking % Crashes  

RoboTack Scenario matching + 
Trajectory hijacking

Baseline RoboTack Scenario matching + 
Trajectory hijacking

Baseline

Vehicle -
Move_Out

65 37.3 7.3

2.3%

17.3 2.8

0%
Pedestrian 
-Move_Out

32 97.8 6.6 84.1 3.5

Note: complete evaluation on RoboTack performance of all the scenarios is in the paper

Evaluation and Results

• Highly efficient in targeting AV safety compared to state-of-the-art methods; across all experiments
• caused forced emergency braking in 75.2% cases (33x more), and
• caused accident in 52.6% of cases compared to zero accidents

• Highlights the need for assuring safety of AI systems 
• Temporal and spatial resilience is not sufficient
• Safety oriented co-design of AI and systems

Baseline attack (random object, random duration, random time)



Q1: What vulnerabilities exist in Autonomous Vehicles?

Q2: Are these vulnerabilities worse than existing 
vulnerabilities in non-Avs? 

Q3: Can these vulnerabilities be used for attacks?

Q4: How do assess the threat at runtime for safety?

Slide #39



Watch Out for the Safety Threatening Actors: How do we 
make AVs safer?

Slide #40

• Driving is invariably a risky task

• Availability of backup plans (multiple choices) 
key to dealing with threat posed by actors / 
what if analysis

• Predicting safety threatening actors is the key 
to safety assessment and mitigation



Watch Out for the Safety Threatening Actors: How do we 
make AVs safer?

AI vehicle Other actors

Slide #41

Two choices brake or steer right

Only choice is to steer right

• Risky actors can be farther away from the Ego actor
• Emergency braking is not always the safe solution



Humans continuously assess the importance of each actor and 
the risk posed by them while driving!

Question: How do we bring a similar actionable intelligence to 
autonomous driving?

Slide #42



Our Solution: Threat-aware Safety Blanket

Slide #43

Perception Planning

AV software stack

Localization

World Model

HD Maps

Driving commands

Threat 
analysis

Monitor top K 
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Safety blanket
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Mitigate 
threat/Increase threat
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How Do We Assess Threat?

Attention required to drive increases from left to right
Intuition: available trajectories/drivable area decreases

Possible trajectories: 
• Follow vehicle
• Move to left lane
• Brake

Possible trajectories: 
• Follow vehicle
• Move to left lane
• Brake

Possible trajectories: 
• Follow vehicle
• Move to left lane
• Brake

#diverse trajectories also depends on the map

Slide #44



How Do We Assess Threat?

Attention required increases with the increase in 
uncertainty of another actor’s behavior

Slide #45



Actor’s Influence on Decision Making

T

Predicted/given future states

Driving Scenario

Internal 
representation

Slide #46

Current state

T+1

T T+1



§ Quantifying decrease in diverse trajectories due to an actor

Actor’s Influence on Decision Making

Deleting all actors adds 
three extra trajectories

Deleting bottom actor adds 
one extra trajectory

Deleting top actor adds two 
extra trajectories

Original driving scenario and 
trajectories

Slide #47

More risky

Less risky

T T+1

Reduction in diverse trajectories =(total #trajectories ajer delekng the actor(s)) – (total #trajectories before delekng the actor)
+,+-. #+0-123+,0425 -6+20 72.2+489 -.. -3+,05



Formalizing Threat Posed by an Actor
Defining driving scenario:

: Trajectory of 
actor 1

Trajectory of actor 2

𝑋:,"
($)

𝑋:,"
(=)

: Current location  
of AI actor

𝑥:>?

Slide #48

Possible driving trajectories from 𝑡 to 𝑡 + 𝑘:

Planner that finds all reachable cells
(we use RRT*) 

T T+1

Possible driving trajectories when no actors are present :

LaValle, Steven M. "Rapidly-exploring random trees: A new tool for path planning." (1998): 98-11.
Karaman, Sertac, et al. "Anytime motion planning using the RRT*." ICRA 2011.



Formalizing Threat Posed by an Actor

Slide #49

Quantifying total reduction in driving trajectories: 

Quantifying reduction in driving trajectories due to an actor: 



Accounting for Uncertainty

Sample trajectories from the joint distribution and calculate possible set of future 
driving trajectories for the Ego actor

Joint distribution modeling the uncertainty in the estimates

Slide #50

Output of DNN-based object detection model

N actors

Probability distribution of drivable future  
trajectories before and after deletion of actor i

KL divergence or sampling or means 

Risk under uncertainty 
in future trajectories:  

Risk with no uncertainty in future trajectories:  



Formalizing Threat Posed by an Actor
Counterfactual Queries



Proactive Threat Mitigation

Slide #52

Design of Safety Hazard Mitigation 
Controller (SMC)

Formulated as Partially Observable Markov Decision 
Process (PoMDP)

Ego actor's policy 𝜙 ∼ Φ , where Φ is the policy distribution.

𝚞 be the overall autonomous system, and M be the SMC
𝑎: be the action taken at time t
𝑺𝒕 be the observed system state
SMC policy 𝜓 ∼ Ψ, where Ψ is the mitigation policy distribution



Training SMC using Reinforcement Learning 



Proactive Threat Mitigation

Cut-in driving scenario

Slide #54



Curating Evaluation Dataset: Characterizing Threat in Existing Datasets

Intensity of red indicates the 
level of risk Slide #55

• Evaluated on Argoverse dataset 
(1000 driving hrs)

• 50th, 75th, 90th, and 99th 
percentiles of the actor STI 
values are 0.0, 0.0, 0.0, and
0.4, respectively

Extracted driving scenario from nuScenes



Accelerated Assessment

Driving Scenario(s)

Threat 
analysis

Target scenes 
and actors

BFI: Smart Fault 
Injection (DSN 2019)

RoboTack: Smart 
Malware (DSN 2020)

What faults to inject 
into the AV system?

What, when, and how to 
activate an attack vector?

offline

online

Slide #56

24x speedup for BFI
40% more accurate in the case of RoboTack



§ AVs have significantly higher #vulnerabilities than Non-AVs

§ Vulnerabilities can be used for attack (perhaps not as trivial to launch as 
we think) --- multiple weaknesses needs to be leverage for complete 
automation

§ Assessment of safety hazards can prevent many of these attacks in 
deployment

§ Attacker and mitigator learn from each other which is an ever-evolving 
game (need for game-theoretic models)

Conclusion


