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Types of Cybersecurity Attacks

mmon Types of
Attacks

MALWARE

Software programs
designed to damage or
do unwanted actions on

a computer. Common
examples include:
viruses, worms, trojan
herses, spyware, and
ransomware.

PHISHING

Attacks sent via email
and ask users to click on
a link and enter their
personal data, They
include a link that directs
the user to a dummy site
that will steal a user's
information.

DENIAL OF
SERVICE ATTACKS
Attackers send high

volurnes of data or traffic
through the network until

the network becomes

overloaded and can no

lenger function,
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MAN IN THE
MIDDLE (MITM)

Information is obtained
from the end user and
the entity the user is
communicating with by
impersonating the
endpaoints in an online
information exchange
li.e. connection from
smariphone to website).

DRIVE-BY
DOWNLOADS

A program is
downloaded to a user's
system just by visiting
the site. It doesn't
require any type of
action by the user to
download,
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ORD i s MAN IN THE
MIDDLE (MITM)

T T T TEees

! T !
Inserting malicious code into the
computer’s program memory and

tricking the processor into executing it.
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DRIVE-BY
DOWNLOADS

A program is
downloaded to a user's
system just by visiting

require any type of
action by the user to
download,
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Likely Malware Insertion Points in Future for Vehicles

Vehicle Wireless
Com Interfaces

Power System Operations

OEMs

Vendors
Charging Station (Physical Location)

Station Controller, Energy Management System
Facilities DER Management System (FDEMS)]
Buiding Enenly Managemenl Sysiem

I50/RTO,TS0, Utility/DS0

BA .

=

T 3 Terrmipral | sova

- oMs —_— Ethermnet. LSH]
MT

&

Battery .
H . = < S N T : 3.
v g

Transmission
System

Station/Charge

Charging connection w/

ENERGY NS4 wireless telemetry r|1 Sandia

National
Laboratories

Sandia National Laboratories is a multimission laboratory managed and operated by MNational Technology and Engineering Solutions of Sandia LLC, a
wholly owned subsidiary of Honeywell international Inc., for the US. Department of Energy’s National Nuclear Security Administration under contract
DE-NAD003525. SAND2019-60060
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Background

The Malware Cybersecurity Challenge

* The nation’s cyber infrastructure consists of a massive number of identical
computer systems.

* This homogeneity is advantageous because a single piece of software
can be deployed across millions of systems to increase capacity.
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Background

The Malware Cybersecurity Challenge

* The nation’s cyber infrastructure consists

However, this gives an
computer systems.

attacker a significant
advantage in terms of effort
* This homogeneity is advantageous becREEERRSEE NS ENES

can be deployed across millions of systeOACHERUCTEeUEES:TU(OE
numerous systems.

4} CYIBERSHIELD - Defeating Malware Attacks Through HW Diversity @%



0

Background e Ve

The Attacker’s Advantages Becomes Greater as we Move to
Embedded Computing.

Personal Computers
400M sold in 2018.
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The Attacker’s Advantages Becomes Greater as we Move to
Embedded Computing.

Personal Computers Smart Phones
400M sold in 2018. 1.5B sold in 2018.
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The Attacker’s Advantages Becomes Greater as we Move to
Embedded Computing.

Personal Computers Smart Phones
400M sold in 2018. 1.5B sold in 2018.

Embedded Computers
25B sold in 2018.
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If Homogeneity gives the attacker an advantage, let’s diversify

the network.

Take Away the Attacker’s Advantage
by Randomizing the Hardware
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Our Approach Lol ]

But How Do You Diversify Hardware???

- Hardware is fixed and takes
months/years to fabricate.
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But How Do You Diversify Hardware???

- Hardware is fixed and takes
months/years to fabricate.

[ IT Monoculture

Randomized Instruction Sets
and Runtime Environments

Instruction set randomization offers a way to combat
code-injection  attacks by separating code from
data (specifically, by randomizing legitimate code’s
execution environment). The author describes the
motivation behind this approach and two application
environmen ts.

C

There has been some prior work in the area
of randomization of instructions sets in
Virtual Machines, with promising results.
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Our Project Focuses on Diversifying Embedded Computers,
not IT Infrastructure (i.e., Servers)

Characteristics of an Embedded Computer
« Smaller (sometimes 8-pin packages)

« Lower Clock Frequencies (1MHz - 16MHz) ;

 Smaller memories (256k to 1M) ﬂ

« Dedicated software, not general-purpose E « [!

 Often no OS other than real-time scheduler. é ' Ebedded
Systems ( .

k Mabile Phones kindusiry, Airfimes,
y Space

I
> :
® Broadcasting,
H Medical
®Frinter y
¥ Digital Signage
B Armissama
Machines

................
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We Exploit the Ability to Implement a Complete Embedded
Computer on a Field Programmable Gate Array (FPGA)
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We Exploit the Ability to Implement a Complete Embedded
Computer on a Field Programmable Gate Array (FPGA)

Why is this important?

 FPGA hardware is designed using a Hardware Description Language (i.e., text).

A dira bit uide Synth eSIS / )
szt Implementation -
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We Exploit the Ability to Implement a Complete Embedded
Computer on a Field Programmable Gate Array (FPGA)

Why is this important? e e
 FPGA hardware is designed using a Hardware Description Language (i.e., text).
 Once we have a design in an HDL, we can use scripts to create versions of it with alterations.

HDL
Generation .
Scrlpts R d(a'hightl downto a_; - e:fra bit

Synthesis / » n
st Implementation
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Our Approach

We Exploit the Ability to Implement a Complete Embedded
Computer on a Field Programmable Gate Array (FPGA)

Why is this important? e e
 FPGA hardware is designed using a Hardware Description Language (i.e., text).

 Once we have a design in an HDL, we can use scripts to create versions of it with alterations.
 The HDL can be created at compile-time.

@ 4 logic_1164.all;
eric std.all

HDL
Generation :
Scrlpts %g [g:f: a'hiig ‘11 downto a_; - sxlfra bit

Synthesis / » n
st Implementation
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Once we control the HDL generation, we can make modifications
to the design & and even replicate it.
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Once we control the HDL generation, we can make modifications
to the design & and even replicate it.

Baseline Computer
» Original Processor

* Open-Source Doc

* Known Opcodes

» Compiler Supported

HDL

Generation
Scripts B Synthesis / - _
e o Implementation
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Our A pproac h STATE UNIVERSITY

Once we control the HDL generation, we can make modifications
to the design & and even replicate it.

We can create copies of the baseline
computer with different instruction
opcodes before synthesis.

Baseline Computer
» Original Processor

* Open-Source Doc

* Known Opcodes

» Compiler Supported

HDL
Generation i
Scripts Synthesis /

R Implementation

2
| R
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Our A pproac h STATE UNIVERSITY

Once we control the HDL generation, we can make modifications

to the design & and even replicate it.
; We can create copies of the baseline

computer with different instruction
opcodes before synthesis.

Baseline Computer
» Original Processor

* Open-Source Doc

* Known Opcodes

» Compiler Supported

HDL
Generation
Scripts Synthesis /

Implementation

This results in “functionally
equivalent, heterogeneous
cores” on the FPGA that run as
a redundant system.

s
4
| R
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Once we control the HDL generation, we can make modifications
to the design & and even replicate it.

A Malware attack will insert
execution binaries into each of
the 3x cores’ program memory

on the FPGA.

HDL
Generation

Scripts Synthesis / » _
1 : Implementation

9
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Once we control the HDL generation, we can make modifications
to the design & and even replicate it.

A Malware attack will insert
execution binaries into each of
the 3x cores’ program memory

on the FPGA.

Generation
Scripts Synthesis / » _
1 : Implementation

But since the attacker compiled
the malware for the publicly-
available Baseline computer’s
opcodes, it is the only one that
executes the malware.

s
4
| =
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Once we control the HDL generation, we can make modifications
to the design & and even replicate it.

A Malware attack will insert
execution binaries into each of
the 3x cores’ program memory

on the FPGA.

The computers
with randomized
opcodes don't

recognize the ' _
malware. '* ‘ Synthesis / »
3 o Implementation

We can either
throw an
exception or run
a pre-defined
routine to remove
the malware.

But since the attacker compiled
the malware for the publicly-

available Baseline computer’s
opcodes, it is the only one that
executes the malware.
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But how do we map the original source code opcode assignments
used by the compiler into the two heterogenous cores?
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

Program
Memory 1

Malware Resistant

Opcode Def 1 Computer
FPGA
-
Design Tools
Program X
Memory 2 | Synthesis
Opcode Def 2 Implementation
-
Program

Memory 3
Opcode Def 3

Attack

Detect
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

- _

Attack

Detect

/ \\ :> I\I;;rogram _
| emory 1 Malware Resistant
We define the VHDL > SacAE CompUte;PGA
file hierarchy Desf;’féols -
describing the 3x > ] p—
computers to have ->O“’('Z';":gef; & -
separate instances for (L mplementation
Program Memory and -
Opcode Definitions. > Program
i1 Memory 3
> Opcode Def 3
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

- _

defined, but the
files don’t yet exist.

Attack

Detect

/ \\ :> I\I/zl)gr)r?c:g/ml | Malware Resistant
We define the VHDL > RS CompUte;pGA
ile hierarchy =m0 ~
describing the 3x i program Synthesis
computers to have }O%Z::gef; A — —
separate instances for - e emertation
Program Memory and e
Opcode Definitions. > Program
: Memory 3
? Opcode Def 3 Their format is
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

Program
Source Code Memory 1 Malware Resistant
(main.c) g Opcode Def 1 Computer
Compiler EPGA
Processor PP FPGA
Definition Design Tools i
(header fi|6) Program hesi
Memory 2__ Synt&eS|s —_ —
/ Opcode Def 2 Implementation
We want to start the L
software development
Program

using a standard tool flow. Memory 3

Opcode Def 3

(i.e., main.c, standard
Qevelopment environmentsy Attack

Detect
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

Baseline

Program
Source Code Machine Code Memory 1 Computer Malware Resistant
(main.c)  |ud PJ  (object file) Opcode Def 1 Computer
Compiler FPGA
Processor P4 FPGA
Definition ke Disassembly Design Tools g
(header file) Program Svnthesi
Memory 2 ynthesis
& — =
/ Opcode Def 2 Implementation
The output of the .
: . Processor )
compiler is the
. . Program
machine code using Memory 3

the Baseline Computer
KOpcode assignmentsy

Opcode Def 3

Attack

Detect
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

Baseline

Program
Source Code Machine Code Memory 1 Computer Malware Resistant
(main.c) g PJ (object file) Opcode Def 1 Computer
Compiler FPGA
Processor B4 FPGA
Definition b Disassembly Design Tools m
(header file) Program Svnthesi
Memory 2 yntnesis
& - =
- Opcode Def 2 Implementation
The disassembly gives us —
. : : : rocessor
details of which fields in e
the machine code are Memory 3

Opcode Def 3

S Opcodes vs. Operands. D

Attack

Detect
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But how do we map the original source code opcode assignments
used by the compiler into the two heterogenous cores?

Source Code

s

Processor P4
Definition
(header file)

Machine Code
(object file)

7
Compiler
\#

-

\_

machine code and put it

An Opcode Translator
can parse the Baseline

into a VHDL form.
J

Opcode
Translator

HDL Description

of

3x Computers &
Attack Detect Voter

VHDL Files

Processor 1

Program
Memory 1

Opcode Def 1

Processor 2

Program
Memory 2

Opcode Def 2

Processor 3

Program
Memory 3

Opcode Def 3

Attack

Detect

Baseline

FPGA
Design Tools

Synthesis
&
Implementation

Computer

—)

Malware Resistant
Computer

FPGA

—

—

&
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

Baseline
Source Code Machine Code - Com puter Malware Resistant
(main.c) g PJ (object file) Computer
Compiler FPGA
Processor B4 FPGA
Definition b Disassembly Design Tools m
(header file) Opcode Program .
Synthesis
M 2
Translator - e’(‘;og f?_J & - —
pcode e | I tati
/The translator creates two penile
VHDL files to describe the e
Program Memory & Program

Memory 3
Opcode Def 3

Opcode Definition.

The Opcode Definition is TR
Qrovided as a VHDL Package/ Detect
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

Sourcg Code Machine Code - Malware Resistant
(main.c) g PJ (object file) Computer
Compiler FPGA
Processor P FPGA
Definition b Disassembly kug Design Tools g
header file
( ) Opcode Program e —
Translator Memory.2__. & - —
Opcode Def 2 Implementation
Opcode —
Randomization jamd
SEREIE Program
Memory 3

Opcode Def 3

Since the translator has already parsed
the Opcode fields, it is simple to Attack
reassign their binary instruction codes.

Detect
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

1
i
1
1
1
1
i
Source Code Machine Code JI§ ] Malware Resistant
(main.c) g PJ (object file) I Computer
1
Compiler i FPGA
Processor P4 ~ i FPGA —
Definition Disassembly Gmg i Design Tools
(header file) ] Pp——

1

Translator I & —

! Implementation

1
Opcode :

Randomization jamd ] =
Scheme i
1

The translator produces\
VHDL files for the
Program Memory &

Detect Opcode Definition for the

other two computers. )
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But how do we map the original source code opcode assignments

used by the compiler into the two heterogenous cores?

HDL Description of
3x Computers &
Attack Detect Voter

CIBERDHIELD

Malware Resistant
Computer

FPGA

FPGA
Design Tools

Source Code Machine Code -
(main.c) P (object file)
Compiler
Processor P4 ~
Definition Disassembly |ug
(header file) -

/The synthesis step creates 3x, functionally-
equivalent, heterogeneous computers running
the same software, just with different Opcode

assignments.

Synthesis Attack
&

I Implementation Voter

Translator

Since the different Opcodes alter the control
wnit synthesis, it results in different hardware.

4} CYIBERSHIELD - Defeating Malware Attacks Through HW Diversity @%



. /
Testbed for Demonstration V] MONTANA

Machine Code Malware Resistant

Source Code
(main.c) |y

P (object file) nd Computer
Compiler FPGA
Processor P4 ~ FPGA —
Definition Disassembly Emug Design Tools
(header file) :
. Synthesis
Translator & —p
Implementation
Opcode
Randomization jamd =
Scheme

Attack
Detect
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Machine Code
(object file)

7
Compiler
\l

Source Code
(main.c) |y

Processor P4
Definition
(header file)
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Testbed for Demonstration

Standard Eclipse Programming Environment
Supporting C and Assembly.

e Code Composer™ Studio

Source Code
(main.c)

Processor
Definition
(header file)

Machine Code
S PJ (object file)
Compiler
N
\l

Targeting a widely-used Microcontroller, the
MSP430. A 16-bit RISC processor.

Testbed program (main.c) to
keep a missile upright

Texas Instruments
MSP-EXP430FR2355 LaunchPad™ Development Kit
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Opcode

Translator

Opcode
Randomization e
Scheme
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Custom Python / JAVA Script code. }

Opcode

Translator

Opcode
Randomization e
Scheme

911 CRIF UTF-R 4spaes Gittmain Python37 AWS Noer
9 ® m® @ ® @ » @ 9 5 aE) [
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HDL Description of System

VHDL Files

Attack
Detect
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[We built a fully functional MSP430 in} FIDL Descriprion of System

VHDL Files
VHDL from/the Tl datasheets. "We used Matlab Simulink)

~_/ _ HDL Coder to generate
MSP430FR4xx and MSP430FR2xx Family B Bt ottt e I I m
. NSPANFRIIE MPARFRE!5¢ Mined Sigaal Mictocsrrssliees : t h e V D L f r O a

User's Guide : _ o . i
. | e graphical/functional
| " description. )

DESIGN

A 74D

L MATLAB Simulink Stateflow

v
HDL
Coder

Synthesizable
VHDL / Verilog
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The entire control unit is described
as a graph and then converted into
VHDL by the HDL coder toolbox.

WODELING FORMAT

H @ @ cew =]
el v S [Bowen | g, e P
ESSSIANCE MODLLM L DESIGN
% :-; (onrmljw_wrapperiF&comro\_um
£ @ |
& W]
a 4
L
“
o Q MATLAB Simulink Stateflow
o ‘
;] 2= e G R i AttaCk HDL
¢+ B A A Detect
® Voter Coder
=]
Synthesizable
VHDL / Verilog
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FPGA
Design Tools

Synthesis

&
Implementation
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Testbed for Demonstration

UARTUS:

PRIME

DESIGN SOFTWARE

We used the intel Quartus

FPGA design tools.
FPGA
Design Tools

Synthesis

&
Implementation
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Malware Resistant
Computer

—

—

FPGA

&
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Testbed for Demonstration

We used the DEO-CV
FPGA board with an intel
Cyclone V FPGA.

MONTANA

STATE UNIVERSITY

Malware Resistant
Computer

—

—

FPGA
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Demonstration Under Attack MONTANA

Functionally Equivalent Systems
“MSP430 vs. CyberShield”

_ Both running closed-loop control code to  [J8
| keep missile upright and accepted setpoint | =8
angles over UART.

Angle sensor J
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Demonstration Under Attack MONTANA

HOL Description of System
VHDOL Files

Opcode
Translator

Program Description

The computer periodically sends the stepper motor its
setpoint angle. The send frequency is dictated by a
timer that triggers and interrupt.

The computer continuously reads the actual angle of
the missile from the sensor and compares it to the
setpoints. It adjusts motor accordingly.

New setpoints are received asynchronously from a user
over UART. A Rx on the UART link triggers an IRQ.
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(O{ Program Vulnerabilities
tee ~ o (Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79;

}EIS:it_aﬂgle = 61; Add ress Data Memo ry

L\ _— —

if(rx_index == 1){ x2000
rx_index=8;
L decode_array
temp = decode_array[P1IN];
if(temp<set_angle){
P20UT &=~(BIT2); //enable stepper motor frequency
P20UT |=(BIT1); //set direction set ang le = G I Obal
P20UT &=~(BITS); //set direction — ™, V - bl
temp = set_angle-temp; B
telse if (temp>set_angle){ rX=I ndeX ar I a eS
P20UT &=~(BIT2); //enable stepper motor
P20UT &=~(BIT1l); //set direction RXBUF
P20UT |=(BIT5); //set direction =
temp = temp-set_angle; Index
}else{
P20UT |=BIT2; //Disable stepper motor
¥
frequency = 4888 - 63*(temp); ——

h
h

#pragma vector = TIMER@ _B@ VECTOR;
interrupt void Timer_ ISR(){

TBBCCRe+=frequency; StaCk

P20UT ~=BIT4;

f/frequency+=1; L
TB@CCTLe &=~ CCIFG;
TBBCCTLEe
e o e e eV -
1 v Local Variables
ISR Return Addresses
// Service UART XBOOO ]

#pragma vector = EUSCI_ALl_VECTOR
__interrupt void ISR _EUSCI_Al(void) {
RXBUF [rx_index++] = UCALRXBUF;

UCALIFG &= ~UCRXIFG;

}

4} CYIBERSHIELD - Defeating Malware Attacks Through HW Diversity @



0

Demonstration Under Attack

MONTANA

STATE UNIVERSITY

while(1d

_NOP();

For e i e Program Vulnerabilities

S (Classic Buffer Overflow Attack)

if(temp == "1"){

set_angle = 47;
telse if (temp=="2"){
set_angle = 79;

}EIS:it_aﬂgle = 61; —Add ress Data Memo ry

L

if(rx_index == 1){ x2000

rx_index=8;
L decode_array
temp = decode_array[P1IN];
if(temp<set_angle){
P20UT &=~(BIT2); //enable stepper motor frequency
P20UT |=(BIT1); //set directien
P20UT &=~(BITS); //set direction Set=an9 I e
temp = set_angle-temp; rX index

telse if (temp>set_angle){
P20UT &=~(BIT2); //enable stepper motor
P20UT &=~(BIT1l); //set direction
P20UT |=(BIT5); //set direction
temp = temp-set_angle;
}else{
P20UT |=BIT2; //Disable stepper motor
¥

frequency = 4888 - 63*(temp);

}

RXBUF
Index

}

#pragma vector = TIMER@ _B@ VECTOR;
interrupt void Timer_ ISR(){
TBBCCRe+=frequency;
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

__________ L

} 1. When user sends new Local Variables

// service UART

setpoint over UART, an ISR Return Addresses
iyl (RO triggers, stacks return
RXBUF[rx_indext+] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.

>— Global
Variables

Stack

4} CYIBERSHIELD - Defeating Malware Attacks Through HW Diversity

5N



0

Demonstration Under Attack MONTANA

(O{ Program Vulnerabilities
tee ~ o (Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79; 00 =10 arap

I gt - o spnmsaenssedl \rcss Data Memory

L\ _— —

:i.F(rx_index == 1){ a - DIroqara O allo XZOOO

rx_index=8;

decode_array

: a AY ™, ayfa
temp = decode_array[P1IN]; O O S

if(temp<set_angle){ B frequency
P20UT &=~(BIT2); //ena
i S e e PDa 00
o e, e : set_angle — Clobal
temp = set_angle-temp; r'X_i ndeX Var I ab I eS

telse if (temp>set_angle){
P20UT &=~(BIT2); //enable stepper motor
P20UT &=~(BIT1l); //set direction
P20UT |=(BIT5); //set direction
temp = temp-set_angle;

RXBUF
Index

}else{
P20UT |=BIT2; //Disable stepper motor
¥
frequency = 4888 - 63*(temp); b

h
h

#pragma vector = TIMER@ _B@ VECTOR;
interrupt void Timer_ ISR(){
TBBCCRe+=frequency;
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

L Stack

} 1. When user sends new Local Variables

// service UART

setpoint over UART, an ISR Return Addresses
iyl (RO triggers, stacks return
RXBUF[rx_indext+] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.
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Demonstration Under Attack MONTANA

(O{ Program Vulnerabilities
tee ~ o (Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79; 00 =10 arap

I gt - o spnmsaenssedl \rcss Data Memory

L\ _— —

‘i”’;‘;i;ﬂ;:x:;m e main program to alla x2000

y - : - - o decode_array

temp = decode_array[P1IN]; : O O $ o

i emp<set_angle DETO0IE IESE J C s

F(tngzr EZT(ET%J:E; /fena h = o b 0 O frequency _— G I Obal
ot SeaBIT s fee set_angle )

T e rx_index variables
Pzgggu%gi RXBUF
P20UT |=(B 3
enp = tem : Index

MRyl 3. This allows the attacker —

NERMERE {0 stream in malicious

frequency = 48 B

code and replace the
correct ISR return address.

h
h

#pragma vector = TIMER

interrupt void Timer_ I

TBBCCRe+=frequency
P20UT ~=BIT4;

[/ frequency+=1;

TBBCCTLe &=~ CCIFG;

TBECCTLe

L Stack

} 1. When user sends new Local Variables

setpoint over UART, an ISR Return Addresses
iyl (RO triggers, stacks return
RXBUF[rx_indext+] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.

// service UART
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W e Program Vulnerabilities

_NOP();

S (Classic Buffer Overflow Attack)

if(temp == "1"){

set_angle = 47; B e gevelope
telse if (temp=="2"){

set_angle = 79; 00 a0 a arap

Jelsef Address Data Memory

set_angle = 61; 0 200 O A dela 00D
: — —
iF(rx_ind;x — 1){ e main proara 0 allo x2000
. -
| rndex ' decode_array
e UA 0 complete o
temp = decode_array[P1IN];

£(temp<set_angle){
’ SEEU'IS'E&:J?EI'IE?); //end H = o b 0 0 frequency - G I Obal
P20UT |=(BIT1); //set c
P20UT &=~(BITS); /) : Set=an9 le A
Jelse IF (tom rx_index Variables
P20UT &=~(§
P20UT &=

P20UT |=(B -
emp = tem . Index
Wi 3. This allows the attacker _

il {0 stream in malicious
} code and replace the
; correct ISR return address.

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;

}

frequency = 48

L Stack

TE@CCTLe
} e er senda C v Local Variables
etpo 0\~ AR ISR Return Addresses

// Service UART < XBOOO
#pragma vector = EUSCI_ALl_VECTOR - . OO E o a
__interrupt void ISR _EUSCI_Al(void) {

RXBUF [rx_index++] = UCALRXBUF; A0 0re AN0 re a\V/= a

UCALIFG &= ~UCRXIFG;
b alue for RXB
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W e Program Vulnerabilities

_NOP();

S (Classic Buffer Overflow Attack)

if(temp == "1"){

set_angle = 47; B e gevelope
telse if (temp=="2"){

set_angle = 79; 00 a0 a arap

Jelsef Address Data Memory

set_angle = 61; 0 200 O A dela 00D
: — —
iF(rx_ind;x — 1){ e main proara 0 allo x2000
. -
| rndex ' decode_array
e UA 0 complete o
temp = decode_array[P1IN];

f(temp<set_angle){

’ SEEU'IS'E&:J?EI'IE?); //end H = o b 0 0 frequency - G I Obal
P20UT |=(BIT1); //set C
P20UT &=~(BITS); /) : Set=an9 le A

Jelee 17 (comp> oo rx_index Variables
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P20UT &=

P20UT |=(B

MRyl 3. This allows the attacker —
llee {0 stream in malicious
} code and replace the

: correct ISR return address.

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;

}

frequency = 48

L Stack

TE@CCTLe
} e er senda C v Local Variables
etpo 0\~ AR ISR Return Addresses

// Service UART < XBOOO
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b alue for RXB
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1 e —— =

:i.F(rx_index == 1){ a - DIroqara O allo XZOOO

rx_index=8;

decode_array

- a AY ™ ay fa
temp = decode_array[P1IN]; O O $

if(temp<set_angle){

B frequency
B=rs 3 Jiena a a
Po0UT I-(STT1)y /et J Jc 0 ( set_angle — Global

P20UT &=~(BITS); //set di

T rx_index variables
P20UT &=~(B
P2OUT &=
P20UT |=(B
MRyl 3. This allows the attacker
NERMERE {0 stream in malicious
frequency = 48 =

code and replace the
correct ISR return address.

h
h

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;

Stack

TBRCCTLE

} a a a O a v
.. etpoint over UART, a x3000
// service UART
#pragma vector = EUSCI_Al VECTOR - . OO E o a
__interrupt void ISR _EUSCI_Al(void) {

RXBUF [rx_index++] = UCALRXBUF; A0 0re AN0 re a\V/= a

UCALIFG &= ~UCRXIFG;
¥ alue for RXB
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W e Program Vulnerabilities

_NOP();

S (Classic Buffer Overflow Attack)

if(temp == "1"){

set_angle = 47; B e gevelope
telse if (temp=="2"){

set_angle = 79; 00 a0 a arap

}EIS:it_aﬂgle = 61; Add ress Data Memo ry

L\ _— —

:i.F(rx_index == 1){ a - DIroqara O allo XZOOO

rx_index=8;

decode_array

: a AY ™, ayfa
temp = decode_array[P1IN]; O O S

if(temp<set_angle){
P20UT &=~(BIT2); //ena ~ - 0 frequency
P20UT |=(BIT1); //set J 0d C set anale - Global
P2OUT &=~(BITS); //set di _ g
temp = set_angle-temp;
}else if (temp>sg
P20UT &=~(E
P20UT &=

rx_index Variables
NOP

P20UT |=(B
MRyl 3. This allows the attacker
llee {0 stream in malicious
code and replace the
correct ISR return address.

¥
frequency = 48
}
b

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

Stack

// Service UART
#pragma vector = EUSCI_Al VECTOR - . OO E o a
__interrupt void ISR _EUSCI_Al(void) {
RXBUF [rx_index++] = UCALRXBUF; A0 0re AN0 re a\V/= a
UCALIFG &= ~UCRXIFG;

b alue tor RXB
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Demonstration Under Attack MONTANA

(O{ Program Vulnerabilities
tee ~ o (Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79; 00 =10 arap

}EIS:it_aﬂgle = 61; Add ress Data Memo ry

]- -_— —
Hncindex = D1 e main program to allo x2000
y - : 1 IAD o decode_array
temp = decode_array[P1IN]; O O [
1F (temp<set_angle)( Defore resetting the inp frequency
P20UT &=~(BIT2); //ena h = a h 00 - G I Obal
P20UT |=(BIT1); //set d
P20UT &=~(BITS); /) : Set=ang le A
Jelee 17 (comp> oo rx_index Variables
P2OUT &=n~(B
P20UT &= NOP
anp - o NOP

3. This allows the attacker
to stream in malicious
code and replace the

correct ISR return address.

}else{
P20UT |=BI
¥

frequency = 48
}
b

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new
setpoint over UART, an
jreamivierreantal.  [RQ triggers, stacks return
RXBUF [rx_index++] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.

Stack

// service UART
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Demonstration Under Attack MONTANA

(O{ Program Vulnerabilities
tee ~ o (Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79; 00 =10 arap

I gt - o spnmsaenssedl \rcss Data Memory

L\ _— —

:i.F(rx_index == 1){ a - DIroqara O allo XZOOO

rx_index=8;

decode_array

: a AY ™, ayfa
temp = decode_array[P1IN]; O O S

if(temp<set_angle){

- frequency

P20UT &=~(BIT2); //ena = a ba 0
A back to Set_angle — Global
else Ty (tomram rx_index Variables
P20UT &=~(§ _NOP
NOP

P20UT &=
NOP

P20UT |=(B

temp = tem
}else{

P20UT |=BL
¥

frequency = 48

}

3. This allows the attacker
to stream in malicious
code and replace the

correct ISR return address.

}

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new
setpoint over UART, an
jreamivierreantal.  [RQ triggers, stacks return
RXBUF [rx_index++] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.

Stack

// service UART
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Demonstration Under Attack

MONTANA

STATE UNIVERSITY

while(1d

for(index=0xFFFF;index!=0;index--){

_NOP();

temp = RXBUF[2];
if(temp == "1"){

Program Vulnerabilities

(Classic Buffer Overflow Attack)

SeF_angle = %7% = e gevelope

telse tF (t;mp==?§ M
set_angle = H 00 od 5 arab

telse{

. set_angle = 61; 0 20d 0 a dela 00D m Data Memo ry

H(rxindex — 1t e main program to allo x2000

y - : 1 IAD o decode_array

temp = decode_array[P1IN]; O O e

if(temp<set_angle DETOIE resc 0 g e

RETE B Lire: size back (o C Trequency Global
PaoUT Aen(B1T3Y; /- i set_angle — oba
emp = set_angle-temp; =

}elsgzéi(;ﬁmks e rx_index Variables

P2C'L,T_G\= NOP

P20UT_| . NOP

Wil 3. This allows the attacker
P20UT |=BI . . . NOP

) to stream in malicious

frequency = 48 Malware _

code and replace the
correct ISR return address.

h
h

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
f/frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new
setpoint over UART, an
IRQ triggers, stacks return
Pl il address, and retrieves new
; value for RXBUF.

&

Stack

// Service UART
#pragma vector = EUSCI_ALl_VECTOR
__interrupt void ISR _EUSCI_Al(void) {
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Demonstration Under Attack

MONTANA

STATE UNIVERSITY

while(1d

for(index=0xFFFF;index!=0;index--){

_NOP();

temp = RXBUF[2];
if(temp == "1"){

Program Vulnerabilities

(Classic Buffer Overflow Attack)

SeF_angle = 47; = e gevelope
telse tF (t;mp::%;'){
set_angle = 79; oduced a erab
telse{
. set_angle = 61; 0 20d 0 a dels 00D Add reSS Data Memo ry
e s e main program to allo x2000 q q
- ~ UART to comoplete ecode_array
temp = decode_array[P1IN];
i emp<set_angle DETOIE resc 0 C e
e sy 1/ Uffer sive b 0 frequency _ Global
ot SeaarTs e set_angle )
T rx_index variables
NOP
P20UT_| . PJ()F)
MRyl 3. This allows the attacker NOP
NBalNE {0 stream in malicious T
frequency = 48 =
code and replace the
y P Malware

correct ISR return address.

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
f/frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new
setpoint over UART, an
IRQ triggers, stacks return
Pl il address, and retrieves new
; value for RXBUF.

&

Stack

// Service UART
#pragma vector = EUSCI_ALl_VECTOR
__interrupt void ISR _EUSCI_Al(void) {
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Demonstration Under Attack

MONTANA

STATE UNIVERSITY

while(1d

for(index=0xFFFF;index!=0;index--){

_NOP();

temp = RXBUF[@];

if(temp == "1"){
set_angle = 47;

telse if (temp=="2"){
set_angle = 79;

telse{
set_angle = 61;

1

if(rx_index == 1){
rx_index=8;

1

temp = decode_array[P1IN];

if(temp<set_angle){
P20UT &=~(BIT2); //
P20UT |=(BIT1); //s
P20UT &=~(BITS); //s
temp = set_angle-temp;

P20UT |

temp = tem
}else{

P20UT |=BL
¥

frequency = 48
}
b

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
f/frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

// Service UART

#pragma vector = EUSCI_ALl_VECTOR

__interrupt void ISR _EUSCI_Al(void) {
RXBUF [rx_index++] = UCALRXBUF;
UCALIFG &= ~UCRXIFG;

}

3. This allows the attacker
to stream in malicious
code and replace the

correct ISR return address.

Program Vulnerabilities

(Classic Buffer Overflow Attack)

Address Data Memory

x2000

a) AY ™, O combplete

decode_array

frequency

set_angle

rx_index

"NOP

>— Global
Variables

NOP

NOP

Malware

Malware

1. When user sends new
setpoint over UART, an
IRQ triggers, stacks return
address, and retrieves new

value for RXBUF.

Malware

Stack

&
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Demonstration Under Attack

MONTANA

STATE UNIVERSITY

while(1){
for(index=0xFFFF;index!=0;index--){
_MoP ()5

temp = RXBUF[2];
if(temp == "1"){

Program Vulnerabilities

(Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){
set_angle = 79; 00

1
if(rx_index == 1){ =
rx_index=8;

: a AY ™, ayfa
temp = decode_array[P1IN]; O O S

if(temp<set_angle){
P20UT &=~(BIT2); //
P20UT |=(BIT1); //s
P20UT &=~(BITS); //s
temp = set_angle-temp;

P20UT |

MRyl 3. This allows the attacker
llee {0 stream in malicious
code and replace the

correct ISR return address.

¥
frequency = 48
}
b

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
f/frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new

setpoint over UART, an
IRQ triggers, stacks return
Pl il address, and retrieves new
; value for RXBUF.

// Service UART
#pragma vector = EUSCI_ALl_VECTOR
__interrupt void ISR _EUSCI_Al(void) {

}EIS:it_aﬂgle = 61; —Add ress Data Memo ry

x2000

decode_array

frequency

set_angle

rx_index

"NOP

>— Global
Variables

NOP

NOP

Malware

Malware

Malware

Malware

Stack

&
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MONTANA

STATE UNIVERSITY

Demonstration Under Attack

while(1){
for(index=0xFFFF;index!=0;index--){
_MoP ()5

Program Vulnerabilities
(Classic Buffer Overflow Attack)

temp = RXBUF[2];
if(temp == "1"){

set_angle = 47; B e gevelope
telse iF (t;mp::j‘é'){
setT_angle = » .. -.. -..
telse{
. set_angle = 61; 0 20d 0 a dels 00D Add reSS Data Memo ry
O e e main program to allo x2000
, - : T A i decode_array
temp = decode_array[P1IN]; O O S -
aiascuri g OCTOTE TS g e TR frequency
P20UT |;(BIT;)_'. : £ J c € Do 0 0 t l G I Obal
P20UT &=~(BITS); //s Sé =an9 e -
Wy ey rx_index variables
o
P20UT_| ) NOP
MRyl 3. This allows the attacker ~OP
NBalNE {0 stream in malicious TEY T
N  code and replace the VaTvare
b
correct ISR return address.
#pragma vector = TIMER Malware
interrupt void Timer_ I Malware
=frequency;
pa0uT eptray Stack
[/ frequency+=1;
TBOCCTLE &=~ CCIFG;
TBOCCTLE
} 1. When user sends new

// Service UART

#pragma vector = EUSCI_ALl_VECTOR

__interrupt void ISR _EUSCI_Al(void) {
RXBUF [rx_index++] = UCALRXBUF;
UCALIFG &= ~UCRXIFG;

¥

setpoint over UART, an
IRQ triggers, stacks return
address, and retrieves new

value for RXBUF.
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MONTANA

STATE UNIVERSITY

Demonstration Under Attack

while(1){
for(index=0xFFFF;index!=0;index--){
_MoP ()5

temp = RXBUF[2];
if(temp == "1"){

Program Vulnerabilities
(Classic Buffer Overflow Attack)

set_angle = 47;
telse if (temp=="2"){

set_angle = 79; 00 a0 a arap
telse{
. set_angle = 61; 0 20d 0 a dels 00D Add reSS Data Memo ry
Hncindex = D1 e main program to allo x2000
, - : T A i decode_array
temp = decode_array[P1IN]; O O S
iF(tsggﬁEE:i?Eiergi hbefore rese 0 a ) frequency
P20UT |=I:BITL)_'. 5 9 e 2 Dd O . B d S t An I G I Obal
P20UT &=~(BITS); //s a e 9 e -
T rx_index variables
"ot i NOP
P20UT_| ) NOP
MRyl 3. This allows the attacker ~OP
NBalNE {0 stream in malicious
frequency = 48 Malware
} code and replace the
} correct ISR return address valware
#pragma vector = TIMER ' Malware
interrupt void Timer_ I Malware
=frequency;
pa0uT eptray Stack
[/ frequency+=1;
TBOCCTLE &=~ CCIFG;
TBOCCTLE
} 1. When user sends new

setpoint over UART, an
IRQ triggers, stacks return
Pl il address, and retrieves new
; value for RXBUF.

// Service UART
#pragma vector = EUSCI_ALl_VECTOR
__interrupt void ISR _EUSCI_Al(void) {
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Demonstration Under Attack V] MONTANA

" ertingem i i Program Vulnerabilities
(Classic Buffer Overflow Attack)

temp = RXBUF[@];

if(temp == "1"){
set_angle = 47;

telse if (temp=="2"){

2. But the developer

set_angle = 79; introduced a vulnerability
telse{ |
,  cerenele - oh by adding a delay loop in —AddreSS Da €MQ
e o the main program to allow €010l
}

temp = decode_array[P1IN]; the UART to Complete
i#(tempeset_angle){ before resetting the input y
sl buffer size back to 0. - - BTobal
P20UT &=~(BITS); /, -
ariables

temp = set_angle-temp;
telse if (temp>sg
P20UT &=~(E
P20UT &=

P20UT |=(B
MRyl 3. This allows the attacker
llee {0 stream in malicious
code and replace the
correct ISR return address.

¥
frequency = 48
}
b

#pragma vector = TIMER
interrupt void Timer_ I
TBBCCRe+=frequency
P20UT ~=BIT4;
[/ frequency+=1;
TBBCCTLe &=~ CCIFG;
TBECCTLe

} 1. When user sends new \
setpoint over UART, an  |p¢c]o]e]e]
jreamivierreantal.  [RQ triggers, stacks return
RXBUF [rx_index++] = UCALRXBUF; address, and retrieves new

UCALIFG &= ~UCRXIFG;

} value for RXBUF.

Stack

4

// Service UART
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Demonstration Under Attack

MSP430 Attack — How it looks in data memory...

Bx@82088

Bx282878
Bx@828ER
Bxeazlea
@xeez2lea
Bxaa2la2
axeazlaz
Bx@e2le4
@xda2led
@xeezlaes
Bxee21es
@x@a2las
Bxeazlas
Bxe82178
Bx@821E8
Bx@82258
Bx8822C8
Bx282338
Bx@823A8
Bx282418
Bx282488
Bx@824Fs
BxB82568
@x282508
Bx@82648
Bxe82668
Bx@82728
Bx@e2798
Bxea2888
@x@82878
BxBB28ES
Bx@82958
@x2e29Cs
Bx@a2A38
BxBa2AAG
Bx282B18
Bx@a2B88
Bx@a2BFa
Bx282C68
@x@e2CD8
Bxaa2D48
Bx282DE8
BxB82E28
Bx@82E98
BxB82Fes
BxB82F78
Bx@a2rse
BxB82Fs0
BxB82FFR
@x@a3ae@

RXBUF
8C31

decode_array

3?28 BELE 3427 39858 Gaee 6017 BD24 BATE 3629 BaeE 3500 G0a7 @088 1314 127D 6968 @008 6A19 BE26 3A00 RO BBEE BE2S 7677 BoeR cbea paoe eed @Ba3 6C6D Bla2
?5?4 Baee 2273 2008 S5ESD 8a5C 5F72 8871 4?48 4480 2245 1026 4606 4500 0080 2223 @075 BBTA @044 1EGG 2206 GATE 2GR 117C G200 4300 001A 1C16 3E6E 2000 B00G OFBE

3064 4265 3E@8 31ee 3C63
frequency
Baan

set_angle
BE30
rx_index

The vulnerability

G2 S84F GBEL BaT7e

IAdEX

What the attacker is after

JF97 Fo8@ EDAA E19A 4C9A ASee 8D1A 988A 5419 9718 1689 95E2 (430 D699 6D81 B4E@ EV14 C184 5E99 B1D3 CEBY A1DA 7ASD BeEBR 4588 98E1 C3CC A158 68@8A 3BCR 16BF E452
FEB8 8712 1BAF C3E8 7ECC 4FD1 56AA BGFF EEGF 8498 5770 92F9 DEOF 2408 EEFBE 3678 E25C 8599 5CDA Al@6 CeAZ 2D48 D2DF 2162 C58A 24C4 D59E DBEGE F434 FF@E SFBS 888E
CB9F BeCE FCAC @le5 2854 2ED@ BCOC B1EE EECA 9211 DVF5 F581 4409 D433 1D8E ABGE E6CE 178A FDEF F46@ CE9L 4688 5B9C F558 434F FVES 4105 224F CASC EBE4 DADY ECES
D517 1529 3A9B C8Ce CFe@ 6FEL1 DCOD CB41 CCDD AZA9 1809 A983 SCIF C7AS 9703 Bedl AESC A7VCY CCDD AB42 Ce@d Ce82 C29B
C488 C51C DF99 2481 C269 84A8 890D 1D48 822E 43AA C1DD 8143 98EF AS2A CS5BA @767 @CCE A269 97CB 44CE ES4E 0469 12D3
FB9C 8871 71DE C141 CCD2 24CC DBDS 4358 F53F 9639 DED1 3244 86E7 8189 A491 BC26 CEDD F1C1 72EF 9578 D6BY 8561 618F
Ca3D 8BBE 3296 D455 6627 11C1 5AB1 8152 4799 11C1 2AF1 2378 E41@ ESCY DBDS 9078 CATVE 61@1 FBSE C4DA AESE 95F@ 4398
4812 C38C 74DF B3De 7e89 D7CC 784E DB4@ C569 D488 D1DD CC42 C2FD BESS 549D C942 0817 CD93 5474 (162 E66F C4C0 45DC
85C7 D433 618A BFGA EGLE 8219 D189 C7AE ES5A 8738 42968 3481 CCDY B1EL ASSE @444 AGT3 DOC3 9089 C269 DC2B 9421 3700 280DA C5FA E2D0 79F9 8719 6844 C599 43AE ECAA

Fa@6 ABLE 121D C8438 (442 A75@ 5B3A CC48 F4D7 6541 3699 2482 E754 1588 519D 7a4C 935C A251

8193 4189 5D1F D1C3E 47D3 AL58 7ASE DE4A C49C AS4A F286 D568 4E@E 8582 3183 AE41 4E58 CCAS 7906 €856 D4A9 F1A4 72CF
CGE3 EGOE 7B@9 4582 FE73 @7BC 57AC 2BE@ 6FD4 AG32 31DC 4BB3 C4D9 A531 9452 2377 EA31 5885 7399 4144 E293 49Ca 3500 2208 EA93 8329 7EDD 44EE A416 BaA4 7BE9 565A

GBEE E219 7BDF 7C59 62DB C@8D 36A1 ACCE 62B9
4C@89 B644 84CE A76C 4480 F7ES DF59 E54@ GELR
S57AD FD9@ 55C9 6032 5610 3181 B389 A282 C4CB
2BBE C53@ 8289 8C52 (613 35A8 58AB ABCS CSBE
53AB 9E3A CC56 A284 8361 D6F9 AEF2 AB25 @176

38AB BEVE 41C6 BES1 292A FE238 G6EE 2884 (991
5257 BBAE 73F4 ABl@ E@AT 3D3E 498A 1822 E16F
5236 FBA3 B39B 25EE 2BBF D951 4368 AB@6 1035
375F BB23 AR32 21@C 91BE 566E FECS 9C8@ BCES
21A5 C579 ECE3 8C@2 59E7 D319 B8EB7 7456 @585

B145 2ABS 2388 B411 1588 2899 7821
3CF8 9BFC 8493 6887 3501 D2B8 F1C5
6587 7509 31C@ E4AE E5S8F 2ACD 9201
B2F@ GES9 9183 F4EF C4D8 FE99 DEC2

C45F 8381 F280 E@BL A39F D363 3EAF

DCC@ 64E4 1148 EB9D 2CD2 9922 8598 DEST 8A42
F44B E45A 2180 12DF D@4A 8798 ES8C 587F D21B
OECA 8698 93C1 499D AAAZ ESFB (548 5A99 BRES
8C43 EBGAF 973@ 5A96 8D53 6816 D128 C18C BE72
9362 C7B8 1563 425F Fo4l 4EF9 428A 71AB BC43

G68F CA45 F4D4 7@AL A4FE AB42 EELS 2609 14BA B148 EGTF 2686 5919 C444

D251 4488 B68E 1BEA 4982 D44E 64C4 3BDE 8188

DCFL A792 9F42 689D 66C9 C692 EG2C CADD EEV2

28F5 1096 5CF3 2D79 E4DB 8F99 2FAB AS61 C2F9 BBAS 4FAB B1EC AGDA 85C1 52DF 8453

C19A CODA 7ADE A4F2 C4A6 958A CABD
EDBZ E488 1883 8742 EC43 9581 7897

D679 5999 9116 @677 DD2B DD2E EF6C ABBT 21B@ 6462 AB48 4FF3 B9BC SAAB
EQ3D B@CA 53EE 1944 18AF A323 74C6 F7E4 3D1D 206F 2F@4 EGE4 @6FF A310 ALES 3FE4 5E57 EAZE E@GD 36A6 @963 DB72 BBCF

3B@B0 3544 3CC8 4E@A 92EF B4EA 7027
373F 6DAA B439 9334 4D4F TBAC 6543
CAR3 DBCE 14B1 @@95 4A9A 1EFS F429
D336 2B@B ALEE B225 D2B@ B2BS CE15
D73F DBBE 9@8C B63F 9626 B48E 9548

13F7 AlBB AECE E47A 2662 CABS 4EBL B4@e 842D 5639 SCBE ACBE 2265 BY92F @FFE SA4C

3A9D BC2E 3BE4 FAED 483A D@63 8878 1286 2128
B8AZ2 1628 @5E5 4A21 DVF@ FFLC EDAS 88ES D19
B2F9 FRle C44C ASe4 CFBF B1C9 E413 ERAG A4B5
2E61 FB12 668C 2284 B6A5 1434 B238 268C 5305
4628 BE33 @F@9 161F (939 9EAL 1F46 9C6C 162C
G62E4 B279 FDED F872 BEV®@ FB4D 7D48 E888 6679
ABBF E7BA 3F30 FRID AS27 B93A 3BAA EB36 FDAY

96FD FE2@ 7899 ECD3 E583 CB21 7488 F848 1337 4974

4CAZ C1le2 8807 F2ZEDS 85BC 4BAL FDCR 3826 32B7
4C@s 536D BYLE BCa4

_stack

FDAS BAGY FADE CC97 196E 606G
8244 BRGE 518A 323D BEOD BEE
3FFF 3FFF 3FFF 3FFF 3FFF 3FF

7128 CBGB FBGL @427 9378 6549 A737
DB@7 6C9A BA23 BIEF 235F YFDD 4E27

9B4F 9967 BCAE 5822 FDCF DEGL E4E3
FDEF 5BAG EDBD A421 7IET7 BCES 7ESF
2867 9386 63ES ABL@ 2526 ACE3 GEF9
211F E652 D678 F7LC 316B B93@ 1D3B
BACD 1F21 729F F54C B4BB 5F38 DCF3

F44@ 478A A582 129C C6D1 96DF ABBD 17B9 9CC4
3454 EE3E 9588 S5AD3 8717 AGLE 95A@ 1ASE E440
DCaA 8427 AE4S F444 DD26 331D FEID 1E6S E922
FDE2 9727 1722 2C48 2DC6 49AF CD2D 3C7D 3687
9588 EVE4 1B25 ALCD 8282 BE77 FFaC B5CC 9438
BDEE 2ABF 2F76 1886 AS6C 883F 7337 8@A2 852D
3C2A 2A17 B234 2499 85538 29B6 SAAA 28F5 ECBB
BEC4 3EB7 7938 @4EA 39E7 E237 9879 9729 BCV6
7B32 25AD 397E 14E5 34D 861D BAZE @1F9 AC26

6AAD B935 51CE 2FGE 21A9 CBAT 6DC4 9E47 2B2E 4F39 6ED4 EB45 B92C 776D FEDE 7B54

D@37 7A84 C7B1 CEAC B723 3F22 2AF2
9699 B2@86 DCDe 4F@8 DFES AB46 1662

3Ca4 4EB7 6288 2FCB 9ERG 8727 F25C GFEA DA3C
E328 143F 59A3 1E22 BC1C 43A6 9BES B9B3 5D6@

F429 ED56 6B26 A7BC BB27 FC4C EE2@ 7EE4 DBGB ESBC 2E23 5077 CF56 D428 3887 86E3 D376 E@GC BDA3 8387 A42A BEEC BE23
7725 ASBS 2686 94B7 B229 BCED ASAD 5852 F32A 6505 9248 BE1D 91738 @5E9 BGAS B8CEF EB3@ BDES 3684 EDDV E3B1 A4E9 B4aC
8285 8CE4 E428 98F9 9AB2 FEBC @564 B463 332A 7CEE 284C @F6F BCE® 1C9A C4C@ B181 FC37 ECS6 BFS@ 3203 991D 3BDA BD72
39EA 1B44 60AR BF7E 2158 74B4 GE@S 94F8 AB38 @5AA 4880 @5BB 93FA 500D CAB4 1FFL 3324 (54D EB44 BEVE BO9C DDEY CEBS

5BEH

AF33

UART ISR Return Address

B4B7

8494 5584 BCES 93DA ACO4 3225 351D F5A9 BBSE 9A32

9EB@ 6FB9 686C 75BC DES4 376D 4865 3871 6448

B2E® BD73 468F 63A7 24FA 3887 E4F7 4622 CD6C 3B88

46F7 3070 3C37 DAGA 3C60 9866 E6B6 7154 7084 1C96 C6F6 9C6D IDAG BC2A DDFE SB6B 1CCA 3C86 C179 FS65 59CC 9C86
3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF
FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF
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Demonstration Under Attack MONTANA

MSP430 Attack — How it looks in data memory...

Bx@828828 decode_array
EllEls] 3728 @@18 3427 3908 ea0e @al7 @D24 @878 3629 aoBe 3560 AT PGB 1314 127D 6968 @000 6A19 BE26 3AGE BEER BBEE BE2S 7677 BR0E 6H0G BRRE GEE4 GB35 6CED Bla2
Bx2a287a ?5?4 Bae6 2273 ppeR SESD @B5C 5F72 871 4?48 4486 40 1066 46008 4500 0028 2223 BB79 BATA 2044 1EGR BAG6 BATVE BB 117C 008 4306 G21A 1C1E 3566 BEEE BRGR BFEE
@x@@28E@ 3D64 4265 3E@@ 3188 3Ce3 £2 5@4F 6@61 aa7e

axee21ee frequency
gx@a2lea @e9D
8x@821e2 set_angle

The vulnerability

@x@82182 8830
excorion
axea2leq | GEFE

Bx282106 | RXBUF
Bx@282186
BxB82188 ~ 1ndex
Bx@202188 FDB4 4383 43083 4383 4383 4383 4383 4383 4383 43083 4383 4383 4383 4383 4383 4383 4303 4383 4383 4383 4383 4383 4383 4385 4383 4383 4383 4383 4383 4383 4305 4383
BxB82178 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 43835 4383 4383
BxBB21E8 4383 4383 4383 4383 4303 43083 43083 4383 4383 4303 4383 4383 4383 4303 43083 43083 43083 4303 4383 4383 4383 4383 4383 4383 4393 4383 4383 4383 4383 4383 4383 4383

What the attacker is after

Bx@82258 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4305 S 4383 4383
BxB822C8 4383 4383 43083 4383 4303 4383 4383 4383 4383 4383 4383 4303 4383 4383 4383 4383 4383 4383 4383 43 4383 4383
BxB02338 4383 4383 43083 4383 4383 4383 43083 4383 4383 43083 4383 4383 4383 43083 4383 4383 4383 4383 4383 43 The I nserted Malware 4383 4383

Ox@B23A8 4383 4303 4303 4383 4383 4383 4383 4303 4303 4383 4383 4303 4383 4303 4383 4383 4303 4303 4383 43009 .
Bx@@82418 4383 4303 43083 43083 43083 43083 43083 4383 4383 4383 4383 4393 4383 4303 43083 4383 43083 4383 4383 4383 4383 4383

Bx@82488 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4385 4383
BxBB24F3 4383 4383 4303 4383 4383 43083 4383 4383 4343 SELE 34383 43083 43083 4383 4383 4383 4383 4383 438
@x@B2568 4383 4383 4383 4383 4383 4383 4383 4383 438 S 4383 4:\83 4383 4383 4383 4383 4383 438

@xe825D8 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3
Bx@@82648 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF 3FFE
@x@82668 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3
@x@@82728 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B82798 3FFE 3FFE 3FFE 3FFE 3FFE 3

3FFE 3FPE SFFE 3FF 2 3FFE 3FFE 3FFE 3 - -
3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF IFFE 3FFE 3FFE JFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE SEFE 3FFE 3FFE 3FFE 3FFE 3FFE
3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@82808 3FFE 3FFE 3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE i
@x@B2878 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH A NOP Sled is used so that
@x@B28E8 3FFE 3FFE 3FFE 3FFE 3FFE/AFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFY
@x@82958 3FFE 3FFE 3FFE 3FFE 3FF/ 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFY the exact ISR return address
@x@B29C8 3FFE 3FFE 3FFE 3FFE 3FffE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH . ,
@x@B2A38 3FFE 3FFE 3FFE 3FFE SffFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFA Isn’t needed.
Bx@B2AAS 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@02B18 3FFE 3FFE 3FFE SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2B88 3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2BF8  3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@82C68 3FFE 3FFE 3FFE 3 SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
Bx@B2CD8  3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@82D48 3FFE 3FFE 3FFE 3 SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2DBS  3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2E28  3FFE 3FFE 3FFE 3 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2E98  3FFE 3FFE 3FFE 3 SFFE 3FFE 3FFE 3FFE 3FFE SFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
Bx@B2F@S  3FFE 3FFE 3FFE UART ISR Return Address 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2F78 3FFE 3FFE 3FFE
@xe@2F3e _stack
@x@B2F8@ 3FFE 3FFE 3FFE 3FFE 3FF 9FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2FF@ 3FFE 3FFE 3FFE @030 @a9D FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF
AvAAIAGA  IEEF IEFEF IFFF IFFF 3FFE IFFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3IFFF 3FFF 3FFF 3FEF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF

CYIBERSHIELD - Defeating Malware Attacks Through HW Diversity



0

Demonstration Under Attack MONTANA

MSP430 Attack — How it looks in data memory...

BxBE2888 decode_array

3?28 Ba1s 3427 3985 epoa @BlY @D24 @A7E 3629 AeRa 35600 BEET Be8 1314 127D 6968 @000 6A19 BB26 3AGE BEER BEEE BE2S 7677 BR0E cH0G BRRE BEE4 BEE3 6CED Bla2
Bx@a2a878 ?5?4 @262 BE73 R SESD @B5C 5F72 @871 4?48 4486 Ba49 1[)8'8 4602 4500 BoEG 2223 BATI BATA BALA 1E08 BRAG6 BBTE GER2 117C G202 4300 BA1A 1C1E 3BGG BRRE 2022 GFae
@x@a28E@ 3D64 4265 3E@@ 3108 3C63 £2 5@4F 6@61 aa7e

@xee21ea frequency
axea2lee eeaD
@xea2182 set_angle
Bx@a2182 8830

@xea2led
Bx@a21e4 § AEFE
RXBUF

Bx@82186
Bx@e21e6

Bx@@2188 T 1Index

Bx802188 FDB4 4383 4383 4383 4383 4383 4303 4383 4383 4383 4383 4383 4383 43835 4383 4383 4383 4383 4383 4383 43835 4383 4383 4383 4303 4383 4383 4383 43835 43835 4383 4383
BxBB2178 4383 4383 4383 4383 4383 4383 4383 4383 43835 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 43835 4383 4383
BxBB21EE 4303 4383 4303 4383 43083 4383 4303 4303 4383 4303 4303 43083 4303 4303 4303 4383 4303 4303 4303 4303 4303 4303 43083 4303 4303 4303 4383 4383 43083 4383 4383 4303
Bx@B82258 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 4383 430 a5 43835 4383
Bx@822C8 43083 4383 4303 43083 4383 4383 4303 43083 4303 4303 43083 4303 43835 4303 4383 4383 4303 43083 4383 43 5 4383 4383
BxB82338 4383 4383 4383 4383 4383 4383 4303 4383 4383 4383 4383 4383 4383 4303 4383 4383 4383 4383 4383 43 The I nserted Malware 5 438349383
Bx@B23A8 4383 4383 4303 4383 4383 4383 4303 4303 4383 4303 43083 4383 4383 4303 4383 4383 4303 4383 4383 4300790008 R R R RO o
Bx@082418 4303 4383 4303 4303 43083 4303 4303 43083 4383 4303 4303 4393 4383 4303 4303 43083 4303 4303 4303 4303 4383 43835 1383 4303 4383 4303 4383 4343 438
Bx@02488 4383 4383 4383 4383 4383 4383 43035 4383 4383 438 4383 4383 4383 4383 4383 4383 4383 4383 4383 4385 438 @3 4383 4383 4383 4383 4303 4383

The vulnerablllty

What the attacker is after

BxBB24FE 4333 4383 4383 4383 43083 43083 4383 4383 438 438 el 303 43083 4303 4303 4303 4303 4300 A00 4300 A et
Bx@B2568 4333 4383 4383 4383 4383 4383 4383 4383 438!3 fgis 4333 4333 4383 4383 4383 4383 4383 430 C392 @138 C232 4383 D3D2 @224 D302 @24
@xee25D8 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3 3FFE 3FFE 3FF FFE 3F ge"E SFFE 3FFE 3FFE 3FFE 3FFE 3FF =il
Bx@B82648 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF FE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FE ¢

®xBB26B8 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3F 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE FE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF
@x@B2728 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 318 FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE SFFQ
BxBB2798 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
©x@B2808 3IFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE i

9x@B2878 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF A NOP Sled IS Used SO that 3FF
®xBB2BEB  3FFE 3FFE 3FFE 3FFE 3FFE/AFFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FF 3FFE
@xBB2958 3FFE 3FFE 3FFE 3FFE 3FFf 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH the exact ISR return addreSS 3FFE
BxBB29C8 3FFE 3FFE 3FFE 3FFE 3FffE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH . , 3FFE
@xBB2A38  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFA Isn’t needed_ 3FFE
Bx@B2ANE  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
8x@B2B18 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2BS8  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
8x@B2BF8  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@xBB2C68  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
9xBB2CD8  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
®x@B2048 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@x@B2DB8  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
Bx@B2E28  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFF 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
@xBB2E9B  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
9xBO2FO8  3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFH UART ISR Return Address 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
BxBB2F78  3FFE 3FFE 3FFE 3FFE
@x@@2F8@ _stack

@x@B2F8® 3FFE 3FFE 3FFE 3FFE 3FF 3 FE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE 3FFE
BxBB2FF@  3FFE 3FFE 3FFE @930 @@9D FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF
AxAAINGA  IFFF IFFF 3IFFF 3FFF 3FFF IFFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF 3FFF
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Demonstration Under Attack MONTANA

The Same Attack is Made on CyberShield

Address Data Memory

e
S

G W ! ’@ TR
! o j. N
| ANy x2000
i dadd decode_array
:;.'l; il I I! A ﬂ 7
i frequency
set angle T Gl_obal
rx_index Variables
Stack
S—
~ A - A arted v
a2 Buffer Overflo x3000
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Demonstration Under Attack MONTANA

The Same Attack is Made on CyberShield

%‘“lﬁ*‘r ‘ Address Data Memory

%\

\ x2000 ]
8 decode_array
frequency
set_angle = Gl_obal
x_index Variables
"NOP
Stack
S—
a - a a a =10 v
a Butter Overtio X
BUt 3 0Q e Sta eading the ertec
O0dE C = gele dl adll OPCOGES ale
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Demonstration Under Attack MONTANA

The Same Attack is Made on CyberShield

We can see how CyberShield Responds by All Opcodes are Different
Measuring the Instruction Registers in the by Design

CPU with a Logic Analyzer.

+ Lowlife

+ Baseline

+ Highraller
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Demonstration Under Attack MONTANA

The Same Attack is Made on CyberShield

We can see how CyberShield Responds by All Opcodes are Different

Measuring the Instruction Registers in the by Design
CPU with a Logic Analyzer.

+ Lowlife

+ Baseline

+ Highraller

The attack is detected when all three CyberShield Halts Operation and
CPUs see the same Opcode. Initiates a Recovery Procedure.

+ Lawlife

+ Baseline

+ Highroller
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Demonstration Under Attack MONTANA

The Same Attack is Made on CyberShield

We can see how CyberShield Responds by All Opcodes are Different
Measuring the Instruction Registers in the by Design

CPU with a Logic Analyzer.

+ Lowlife

+ Baseline

+ Highraller
The attack is detected when all three CyberShield Halts Operation and
CPUs see the same Opcode. Initiates a Recovery Procedure.

+ Lowlif.e:_m_ h[l\
+ Baseline ;
+ Highroller

+ Lowlife

+ Baseline

+ Highraoller
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Conclusion %%@E%ﬁ%

« CyberShield is an approach to defeating malware by introducing
hardware diversity at the hardware level.

 This is enabled by real-time HDL generation at compile-time.
A buffer insertion attack was used to test CyberShield.

« CyberShield was able to detect the malware, remove it, and continue
operation while an MCU was not.
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MONTANA

STATE UNIVERSITY

HDL Description of System

VHDL Files

Malware Resistant

Machine Code -
P (objectfile)

Computer
Compiler EPGA
Processor ~ FPGA Loy
Definition D mbly Ead Design Tools
e O pEeL Synthesis
Translator & -
Implementation
Opcode
Randomization fmd =
Scheme
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