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About Me

Current Position

Director of Product Cybersecuriptiv

A Education and Standing Committee ChAirto-ISAC

A CoFounder & Director of Events,2 YSYy Q& { SOdzNA Gée ' ff Al Yy
A Aptiv University Ambassaddhio State University

A College of Sciences and Liberal Arts Advisory Calbieg&ring University

A Cyber Security Advisory Board Membafashtenaw Community College
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Connected vehicle ecosystem

ECUs: 120+

USB Q IIIII

Cellular (3G, 4G, 5G, LTE) Bluetooth

Broughtin Devices
(aka Bring Your Own Devic®&YOD)

Service Tools (OBDII

M

‘g ®

Plugin Electric Vehicle Charging ‘.

RF Key Fob

()
(SiriusXm)) ‘

Satellite Radio Satellite
Tire Pressure Monitor
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Millions of Lines of Code

Windows 7

Codebases
Millions of lines of code Windows XP

2001

Microsoft Office 2013

—— 13898

Large Hadron Collider

total code

Windows Vista
2007

Microsoft Visual Studio 2012

Facebook

(including backend code)

US Army Future Combat System

fast battlefield network system (aborted)

Debian 5.0 codebase

free, open-source operating system

Mac OS X “Tiger”
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Car software

average modern high-end car
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Source: https://informationisbeautiful.net/visualizations/millidmesof-code/




Auto cyber iIs
complex

Safetycritical systems

Shared components

Long lifecycle

Long consumer usage lifecycle

Highly complex systems

Highly constrained operational
parameters

Complex supply chain




Building a Culture of Cybersecurity
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Implement
defense in depth
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Avoid security by
obscurity
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Best Practice Guides Release Timing

TLP Amber Release Date

Incident Response

Collaboration and Engagement with Appropriate Third Parties
Governance

Risk Assessment and Management

Awareness and Training

Threat Detection, Monitoring and Analysis

N o O bk W0 DdhdE

Security Development Lifecycle

July 2017
March 2017
August 2017
November 2018
November 2018
November 2018
August 2019

Release Timing:

U First 3 months after publication: - available exclusively to Auto-ISAC Members

U 3 to 9 months after publication: TLP Green - released by request to industry stakeholders

U 9 months after publication: TLP White - released to the public via the Auto-ISAC website
(www.automotiveisac.com), subject to Board of Directors confirmation
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AUTO-ISAC
Automative Informatiea Sharing and Analyss Center

ISO/SAE 21434

Published Aug 2021

24 June 2022
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V  Join WomSA LinkedIn Group

V  Sign up for Mentorship Program at  www.womsa.orgd




