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PRESENTER
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Safety and security engineering and management in industrial and research
projects in automotive, railways and manufacturing

Austrian expert in ISO/TC 22/SC 32/WG 8 Functional safety
. I1SO 26262:2018

. Road vehicles — Functional safety
. ISO/PAS 21448:2019
. Road vehicles — Safety of the intended functionality

Coordination of Austrian delegation of ISO/TC 22/SC 32/WG 11 Cybersecurity
. ISO/SAE CD 21434

. Road Vehicles — Cybersecurity engineering

Coordination of Austrian delegation of ISO/TC 22/SC 32/WG 12 Software
update

. 1ISO 24089

. Road Vehicles — Software Update Engineering
Project lead for ISO/TC 22/SC 32/WG 11 Cybersecurity
. ISO/WD PAS 5112

. Road vehicles — Guidelines for auditing cybersecurity
engineering

Also involved in IEC 61508, IEC 62243 and others, but mostly as observer
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AUTOMOTIVE CYBERSECURITY
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VEHICULAR SECURITY

Introduction of
keys in 1910,
locking the
electric circuit
for ignition

Keys for car
doors started
around 1920

24/06/2022

1949 Chrysler

First key that
starts the
ignition when

turned (1949)

Start of E/E/
security in
1986, resistor
encoded a
“secret” value

] Keyless entry

4 Remote start /

system climate

. . control
|ntro1dég:§ din introduced in

2004

Vehicular E/E Security

Image credit: Bosch (https://www.bosch-presse.de/pressportal/de/en/bosch-presents-the-history-of-the-car-key-191680.html)

Image credit: Car and Driver (https://www.caranddriver.com/news/a14499282/the-evolution-of-car-keys-is-more-interesting-than-you-think/)
Image credit: web-cars (https://mobile.web-cars.com/corvette/1986-corvette.php)

Vehicular Cyber Security

Smartphone

for keyless go

introduced in
2018
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VEHICULAR SECURITY

* In the past the main concern was
vehicle theft

« With the introduction of new features
concerns were extended to

Watch ;oli; ol;setacles
« Safety ey by
releasing the park
button.
H H Activate remo
* Financial e paing:

« Operational ENGINE START
* Privacy

<

24/06/2022 Image credit: Autoblog (https://www.autoblog.com/2017/07/07/bmw-display-key-technology-nobody-asked-for/#slide-1366051) 6
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VEHICULAR SECURITY

* In the past the main concern was
vehicle theft

« With the introduction of new features Charl_ie Ciso
concerns were extended to :

« Safety

g How come our Research VP [

7 Just got fired? P
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I heard that our CEQ was
humiliated during some room had their IP stolen
gnrdus’rry meeting at the FBL I} by the Chinese... except us!

ApparentLy. everyone in the

« Financial s

 Operational
* Privacy
¢ (Intellectual Property)

24/06/2022 Image credit: tag-cyber (https://www.tag-cyber.com/media/charlie-ciso) 7
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PRIVACY

+ Difference between

« protection of personally identifiable

data against hacking Charlie (iso
[PT want to taLkto T [vlarkefing already shoned el | A Glant Database W
G| G| G
- Ensuring data minimization and lawful o ™\ |['/& Yl PN
basis for data collection : % @ J
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REGULATIONS VS. STANDARDS

Standards aren’t the same as regulations

« Standards contain technical details, collect state of the art and support collaboration in
industry

*  Non-mandatory

« Regulation set long term policy objectives and goals
- Mandatory

 Following a standard doesn’t guarantee that you’re within the relevant laws

24/06/2022 9



REGULATIONS VS. STANDARDS

* Regulations « Standards

« Describe requirements which must be « Describe established state of the art,
fulfilled agreed way of doing things

*  Only applicable by participating « worldwide applicability, formulated by
countries consensus

High-Level Goals, rules ~Detailed Processes, Complex
and requirements and technical requirements

!

How to prove

match? 10



GLOBAL VIEW ON AUTOMOTIVE
CYBERSECURITY REGULATIONS ON'R155 Cyber securly and

scyber securitymanagement system

~

No regulation (yet)

//
/ §
//
No requlation -
m% . §

ANATEL Act N° 77

24/06/2022 N - 11



(NO) AUTOMOTIVE CYBERSECURITY g | | p—
REGULATIONS - CANADA

« There are currently no regulation regarding automotive cybersecurity in CANADA

« Canada's Vehicle Cyber Security Guidance was published in 2020

« Strategy document for the development of policies and regulations published in 2021

« Tool to assess Cybersecurity matureness of automotive cybersecurity management

6/24/22 12


https://tc.canada.ca/sites/default/files/2020-05/cyber_guidance_en.pdf
https://tc.canada.ca/sites/default/files/2021-08/transport-canada-vehicle-cyber-security-strategy.PDF
https://tc.canada.ca/en/road-transportation/innovative-technologies/connected-automated-vehicles/canada-s-vehicle-cyber-security-assessment-tool-vcat

(NO) AUTOMOTIVE CYBERSECURITY g | | p—

REGULATIONS - USA

« There are currently no regulation regarding automotive cybersecurity in the USA

« NHTSA developed a best practice guidance document (published in 2016, updated in
2021)

6/24/22

13


https://www.nhtsa.gov/sites/nhtsa.gov/files/documents/812333_cybersecurityformodernvehicles.pdf

AUTOMOTIVE CYBERSECURITY g | | Pr—
REGULATIONS - CHINA

« Regulation and standards for Intelligent Connected Vehicles (ICV)
* Guideline document published in 2022
« By 2023, formulate at least 50 urgently needed sets of standards

* by 2025, >50% of vehicles sales should be intelligent connected vehicles with
partially automated driving and conditional automated driving capabilities

« While China is not required to adapt UN R155, UN R155 (and ISO/SAE 21434 and
ISO PAS 5112) are integrated into the planned standard and regulation framework

6/24/22 14


https://www.miit.gov.cn/zwgk/zcwj/wjfb/tz/art/2022/art_e36a55c43a3346c9a4b31e534b92be44.html
https://www.china-briefing.com/news/china-internet-of-vehicles-new-guidelines-set-framework-for-industry-standards/

AUTOMOTIVE CYBERSECURITY M
REGULATIONS - CHINA

Reg U |at|0n ICVA?ZCS’S?)Guide

GB xxxx: Technical requirements

Sta n d a rd for vehicle cybersecurity

GB T yyyy:

GB standards are required, GB T standards are
6/24/22 ) : : : 15
not required, if not referenced in law / regulation



AUTOMOTIVE CYBERSECURITY g | | Pr—
REGULATIONS - BRAZIL

« Cybersecurity of automotive systems with internet connection regulated by ANATEL
Act N° 77 (2021)

« Regulation aimed at cybersecurity of telecommunications products with any internet
connection capability

« Cybersecurity declaration for “certification”, tests during market supervision, based on
declaration

6/24/22 16


https://www.ul.com/news/anatel-act-no-772021-instructions-regarding-cybersecurity-rules

AUTOMOTIVE CYBERSECURITY
REGULATIONS — 1958 AGREEMENT M
CONTRACTING PARTIES

« UNECE WP29 defines requirements for type approval
 Members are:
*  Type approval authorities
« Certification bodies
« OEM and Tier 1

« UN Regulation 155: %
« Cyber security and cyber '
security management system

24/06/2022 17



UN R155 CYBER SECURITY AND CYBER g | | —
SECURITY MANAGEMENT SYSTEM

* Formulates a set of Cyber Security Principles

* Requires Cyber Security Management System
« For OEM, Supply Chain, Service Provider and interdependencies between
*  Enveloping Development, Production, Post-Production

» Integrates and ensures cybersecurity in the lifecycle of a vehicle
* Risk based approach

* Appropriate and proportionate measures to protect vehicle systems and
environments

Cyber Security . : .
Management System Post-Production Phase Vehicle Type Approval



UN R155 CYBER SECURITY AND
CYBER SECURITY MANAGEMENT SYSTEM

3 years validity —
'l

‘I Cybersecurity Management System (CSMS)

Organizational Processes and Procedures

New Vehicle

Type Approval Fl)
(Cybersecurity ) O_O
+ New Vehicle

Type Approval
(Cybersecurity )
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UN R155 CYBER SECURITY AND M
CYBER SECURITY MANAGEMENT SYSTEM

security

management
system

Standard SO/SAE 21434

6/24/22 N




RELATIONS

* Cybersecurity Management System

« UN R155 Interpretation document refers to ISO/SAE 21434 for the
implementation of a Cyber Security Management System

» Cybersecurity of Vehicle Types

« ISO/SAE 21434 defines a cybersecurity case which can be used as evidence for
the type approval according to UNECE WP29
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CYBERSECURITY MANAGEMENT SYSTEM
har i 50

Do CISOs get to hack
=== iPhones and cLovds?

We mostly Just fill
pliance checklists. § fr

Image credit: tag-cyber (https://www.tag-cyber.com/media/cha

24/06/2022



https://www.tag-cyber.com/media/charlie-ciso

UN R155 - CSMS

» Vehicle manufacturer, suppliers and service providers need a Cyber Security
Management System (CSMS)

» CSMS covers distributed development, production, and post-production
«  Management of cyber security in the organization
«  Management of risks to the vehicle
« Verification of risk management
« Management of new cyber threats and vulnerabilities

« Compliance with the regulation is maintained through the vehicle lifecycle
«  Monitoring of changes in the threat landscape and vulnerabilities.
* Implemented security measures need to be monitored for effectiveness.
« Changing circumstances should not impact safety and availability.

23



CSMS — FROM UN R155 TO ISO/SAE 21434 g | | —
AND ISO PAS 5112

 OEMs have to have a certified CSMS
+  OEMs have the requirement to manage the cybersecurity in their supply chain

* Supplier provide argumentation and evidence

OEM only All
Refers to ISO/SAE
- ~N 21434 as possible
* UNR 155 CSMS
CSMS « UN R155
Interpretation
document

\—[ Made concrete by ] ~ -




ISO/SAE 21434 ROAD VEHICLES — g | | Pr—
CYBERSECURITY ENGINEERING

General considerations

Distributed cybersecurity activities

Continual cybersecurity activities

Concept Phase Product development phase Post development phase

Threat analysis and risk assessment methods




ISO/SAE 21434 ROAD VEHICLES — g | | Pr—
CYBERSECURITY ENGINEERING

General considerations

Organizational cybersecurity management organizational cybersecurity

policies, rules and processes

cybersecurity management

Project dependent cybersecurity management and cybersecurity activities

at the project level.

Distributed cybersecurity activities
0 . 0 onc Vulnerability management of
Continual cybersecurity activities E/E systems until end of
cybersecurity support
cybersecurity risks, Cybersecurity specification, ‘Manufacturing, assembly,
Conce cybersecurity goals and PrOd UCt deve implementation, verification POSt developm incident response, updates,
cybersecurity requirements & validation end of su;.)p(.)rt fmd

. . dul thods f
Threat analysis and risk assessment methods ersoeutity risk analy

cybersecurity risk analysis
and assessment




CSMS — FROM UN R155 TO ISO/SAE 21434
AND ISO PAS 5112

Organizational Level

Cybersecurity
Policy

Cybersecurity
rules and
processes

Cybersecurity
responsibilities

Cybersecurity
resources

Audit
* Evaluateif the
organizational
J\ processes
.V achieve the
objectives of
ISO/SAE 21434

~~

Project Level

Cybersecurity planning
to define which
activities will be

performed

Conducting the
cybersecurity activities
defined in the
cybersecurity plan

Argument for
cybersecurity

I

!

I

Cybersecurity Plan

Work products required
by the cybersecurity
plan

Cybersecurity case

24/06/2022

» Focus is on processes in ISO/SAE
21434

« Ensure that the organisation has the
capability to manage risks along the
complete lifecycle of a vehicle

« Work products can be used as evidence,
but not focus

27



ISO PAS 5112 ROAD VEHICLES — g | | p—
GUIDELINES FOR AUDITING CS ENGINEERING

Plan Do Check Act

» Guidelines for auditing cybersecurity

: engineering
f;‘ - Focused on the organizational and
o E process level
T f E Product level not in the scope
3 e 2
:g ‘—I g “ . H
ol EQpe—— ¢+ BasedonISO 19011 “Guidelines for
- 3 auditing management systems"
5 e e K
: L
E el - Extends the guidance with automotive
7 Competence and evaluation of auditors domaln SpeC|f|C |nf0rmat|on

Annex B (informative) Auditor competences

24/06/2022 28



CSMS — FROM UN R155 TO ISO/SAE 21434 g | | Pr—
AND ISO PAS 5112

ISO/SAE
21434

Organizational W=
processes

Audit

ISO/SAE
21434

Engineering
processes

24/06/2022 29
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VEHICLE TYPE CYBERSECURTIY
Charlie Ciso

We've implemented
z€ro trust.
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VEHICLE TYPE CYBERSECURTIY

« Vehicle type approval requires certified CSMS for vehicle manufacturer, suppliers
and service providers

« CMSC certificate is valid for three years

« Verified evidence for cyber security of the vehicle type from the full supply chain
« How known vulnerabilities and threats are considered in the risk assessment
« Risk assessment considers the whole vehicle and interactions

- Elements are designed in a way and protected by security measures so that the
risk is reduced to an acceptable level

« Tracing from identified risk to implemented mitigation to testing

24/06/2022 31



ISO/SAE 21434 — Risk based approach

Process starts with
definition of an Item

Cybersecurity

-

Function Assets l-—Attribute of .
Properties
implements Related t Risk mitigated by Compromised by
r ri Dam
Item @——Allocated to—— Cybersecurity ~@——Addressed by—— a ag_e
Goal Scenario
Allocated to T
consists of Realized by Leadsto
Cyber rit Threat
Components [<—Allocatedt ybe.secu Y € .
Requirements Scenario

consists

o—




ISO/SAE 21434 — Risk based approach

* Process starts with Cybersecurity

Function Assets l-—Attribute of

definition of an ltem Properties
* Followed by the
|dent|f| Cat|0n Of releva implements Related t Risk mitigated by Compromised by
Assets
Item r——Allocated to———— Cybersecurity | @——Addressed by—— Damage
Goal Scenario
Allocated to T
consists of Realized by Leadsto

Cybersecurity Threat
Requirements Scenario

r Components [<—Allocated t

consists of—l



ISO/SAE 21434 — Risk based approach

Process starts with
definition of an ltem

Followed by the
identification of relevant
Assets

Based on identified threats

Cybersecurity

potential damage
scenarios are analyzed

-

Function Assets l-—Attribute of .
Properties
implements Related t Risk mitigated by Compromised by
r ri Dam
ltem ——Allocated to———— Cybeﬁs CCUMYY | g addressedby amage
Guai Scenario
Allocated to T
consists of Realized by Leadsto
Cyber rit Threat
Components [<—Allocatedt ybe.secu Y ea.
Requirements Scenario

consists

o—




ISO/SAE 21434 — Risk based approach

) Zr?c.et?'S St?rts "I‘fth Function sets s ot CHERTEEUTy
efinition of an ltem

« Followed by the T
|dent|f|cat|on Of relevant implements Related t Risk mitigated by Compromised by
Assets

« Based on identified threats ftem [ —Alocated to—— VPl g pggressoqny——  Damage
potential damage /
scenarios are analyzed ‘ Allocated to T

_ / Realized by Leadsto
« And used to define ¢ ¢ ‘

Cybersecurity Goals

Cybersecurity Threat
Requirements Scenario

r Components [<—Allocated t

consists of—l




ISO/SAE 21434 — Risk based approach

) Zr?c.et?'S St?rts "l‘fth Function sets s ot CHERTEEUTy
efinition of an ltem

« Followed by the T
|dent|f|cat|on Of relevant implements Related t Risk mitigated by Compromised by
Assets

« Based on identified threats ftem [ —Alocated to—— VPl g pggressoqny——  Damage
potential damage
scenarios are analyzed T

| Allocated to )
consists of Realized by Leadsto

 And used to define

Cybersecurity Goals
* These are refined for

Components |€——Allocated to——— Cybe.rsecurlty Threa.t
“| Requirements Scenario

cybersecurity— consists of—
requirements for
components



CYBERSECURITY ASSURANCE - ISO/IEC 5888

« Approach based on ISO/IEC 15408 Common Criteria

 Challenges
- Common Criteria aims at system and process, automotive industry differentiate

- Common Criteria defines a “standardized” target of evaluation, high variability on
item level

« Common Criteria is static and does not consider safety

 Opportunities
- Established approach, existing experts and assessment schemes
«  Well suited for core cybersecurity elements

24/06/2022 37



CYBERSECURITY ASSURANCE - ISO/SAE 8475

CAL (cybersecurity assurance levels) | b TAF (target attack feasibility)

means to describe requirements on * means to express expected strength

development rigor and on
cybersecurity assurance

of CS controls in cybersecurity
requirements

 Open issues:

« Decomposition and composition
* Relation to Risk and stability vs. dynamic behavior

24/06/2022

38



CYBERSECURITY ASSURANCE - ISO/SAE 8475

CAL (cybersecurity assurance levels)

* means to describe requirements on
development rigor and on
cybersecurity assurance

TAF (target attack feasibility)

* means to express expected strength
of CS controls in cybersecurity
requirements

Cybersecurity Cybersecurity Test shows
requirement is control is cybersecurity
specified implemented control is

l effective
Risk l ’/

(dynamic) ! i

Vulnerability is Vulnerability
discovered in the s fixed

L

Acceptable risk

- . e - — L B ] B
CAL CAL CAL
determined applied applied

o @—h—aA

24/06/2022 <« > > <

Concept
phase

Product development
phase

\ 4

39
Post-development

phases



ISO/SAE 8477 - VERIFICATION AND M
VALIDATION IN THE CONTEXT OF CS

Objective based description of cybersecurity verification and validation for ISO/SAE
21434

« Collection of methods that can be used (analytical activities, testing,...)
« Connection to CAL / TAF

« Differentiation between

«  Security-functional requirements, such as a specific communication protocol, a
cryptographic algorithm, etc.

« Non-functional security requirements, e.g. [a level of] resistance against a
certain threat

24/06/2022 40



CSMS — FROM UN R155 TO ISO/SAE 21434
AND ISO PAS 5112

Vehicle

m Cybersecurity

Argument

Vehicle

ISO/SAE
21434

ISO/SAE
21434 TARA Work CS Goals with
Assessment Gl

24/06/2022 41
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VEHICLE VS. ITEM LEVEL

* A Vehicle is not secure because all items are secure

Image credit: BYRI (https://www.byri.net/2021/05/26/black-box-in-cars-in-2022-what-is-it/)
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CONFORMANCE OF STANDARDS AND
REGULATIONS (INCOMPLETE OVERVIEW)

MISRA Secure Coding

ASPICE UN R 155

IEC 62443 ANATEL Act N° 77
Regulation TCI14/SC34
ISO/IEC 5888 — ISO/IEC 15408
Regulation for Intelligent Connected
Vehicles (ICV)
BSI PAS 1885 A .
utomotive
Various ETSI Standards .
Cybersec U r|ty ENISA good practices for security of Smart
; Cars
BSI PAS 11281 National
Various Chinese Standards AUTCHEAC BEST PRACTIICES
TR 68— 3 Best Practice NHTSA CYBERSECURITY BEST PRACTICES
1SO 26262 S Standards NIST Guidance documents
UK Government's Key Principles of Cyber
ISO PAS 5112 Security for Connected and Automated
Vehicles
SAE J 3061
ISO/SAE 21434 International
ISO/SAE 8475
ISO/SAE 8477
ISO 31000 Security
SAE J3101
ITU-T X.1373
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CONFORMANCE OF STANDARDS AND
REGULATIONS — TF HARMONISATION

SITUATION:

THERE ARE
|4 COMPETING
STANDPRDS.

24/06/2022 Image credit: XCKD (https://xkcd.com/927/
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